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Abstract

Deep learning technologies have revolutionized the management of energy, energy consumption, and data security within
smart grids through non-intrusive load monitoring (NILM). This paper explores the use of deep learning for real-time intrusion
detection in power grids with a primary focus on safeguarding the integrity and security of Data Processing Units (DPUs). An
evaluation of various machine learning models, including Support Vector Machine (SVM), Linear Discriminant Analysis
(LDA), Decision Trees, and Random Forests, is conducted to detect various types of intrusions, including Fault, Injection,
Masquerade, Normal, and Replay. Random Forest produced AUC values of 1.00 for all classes and an overall F1-score of
0.99 for all classes. The Decision Tree model also shows robust performance for detecting Fault and Injection intrusions (AUC
=0.98), with an overall F1-score of 0.94. However, the LDA and SVM models do not perform well in detecting Injection
intrusions with overall F1-scores of 0.83 and 0.86. Advances in machine learning can be used to improve smart grid security,
reliability, and efficiency, according to this study. These findings highlight the potential of advanced machine learning
techniques to enhance smart grid reliability and efficiency.
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1. Introduction

The advancement of deep learning technologies has revolutionized various fields, and its application in power grids
has been particularly transformative. Non-intrusive load monitoring (NILM) systems have greatly benefited from these
advancements, leading to improved energy management, optimized consumption, and enhanced data security. However,
despite these advancements, existing NILM systems continue to face significant challenges related to latency, accuracy,
and privacy, particularly when applied to real-time monitoring in smart grids. This paper focuses on deploying deep
learning for real-time intrusion detection in power grids, emphasizing the importance of safeguarding Data Processing
Unit (DPU) data integrity and security. The need for effective and efficient energy management in smart grids has driven
extensive research into NILM systems. NILM involves monitoring and disaggregating the power consumption of
individual appliances from a single measurement point, typically without installing additional sensors. This approach
offers numerous advantages, including cost reduction, spatial efficiency, and improved energy management capabilities.
However, traditional NILM methods often struggle with key issues such as latency, limited accuracy in disaggregation,
and potential privacy concerns related to data exposure.
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Deep-learning techniques have been incorporated into recent developments in order to address these challenges.
SAMNet is a multi-task neural network based on Scale-and-Attention experts. By identifying the on/off states and
energy consumption of appliances through multi-task deep learning, this innovative approach achieves latency-free
NILM. In SAMNet, a shared expert learner uses correlations between tasks to construct a comprehensive feature
summary, which improves performance over traditional methods [1]. Sequence-to-Sequence (Seq2Seq) deep learning
algorithms have also shown promise in predicting appliance load signatures based on smart grid data. Despite their high
accuracy in disaggregating household appliance loads, these algorithms raise privacy and disclosure concerns. For
instance, NILM systems can reveal detailed energy consumption patterns that could expose sensitive information about
household behavior, leading to what is termed "disclosure risk" [2]. Over the course of the evolution of NILM
methodologies, several novel approaches have been introduced that further enhance the accuracy and efficiency of
energy load disaggregation. To identify changes in appliance states, one approach involves measuring and processing
the common supply current signal. It enables precise disaggregation of energy loads and contributes to more efficient
energy management by identifying appliances based on their unique characteristics [3]. The development of non-
intrusive AC-DC wide-bandwidth current sensors based on composite measurement principles is another significant
development. Combining capacitive coupling and optical fiber sensing technologies, these sensors overcome the
limitations of traditional power grid current sensors. As a result of this combination, the sensors are able to measure AC
and DC signals simultaneously with high accuracy and a wide measurement range, making them suitable for various
smart grid applications [4].

Despite these technological advancements, there remain several limitations in current NILM systems when
addressing real-time security challenges. The focus has been primarily on improving energy disaggregation, but little
attention has been given to real-time intrusion detection, particularly for safeguarding the integrity of DPUs in smart
grids. The advancement of NILM technologies has also been facilitated by enhancements in event-detection algorithms.
In order to identify appliance-specific events in real time, one algorithm uses multiple features from smart meter data.
In addressing the limitations of current NILM methods, this approach achieves a higher recognition accuracy,
demonstrating its potential for promoting supply-demand balance and energy conservation in residential settings [5].
NILM has adapted deep learning frameworks for specific applications, demonstrating their versatility and effectiveness.
To detect pool pump operations, one innovative framework transforms time-series data into image-like data. This data
is then segmented at a pixel level using a U-shaped convolutional neural network, achieving high accuracy in detecting
pool pump activity. In particular, these methods demonstrate the potential of deep learning-based approaches in load
monitoring for non-urgent, energy-intensive residential appliances [6]. The identification of appliances can also be
accomplished using voltage-current trajectory-enabled deep supervised hashing. Electrical characteristics of appliances
in different states can be represented using the V-I trajectory. In addition to providing efficient power management, this
approach contributes to anomaly detection, demand response, and electricity management [7]. While these
advancements have significantly improved NILM systems' ability to monitor and disaggregate energy consumption,
they do not adequately address the critical need for securing smart grid operations from intrusions and other forms of
cyber-attacks. The use of power-based condition monitoring methods is also beneficial for smart grid applications. These
methods detect tampering of programs running on Distribution Terminal Units (DTUs) using power sensors and machine
learning techniques. Smart grid operations can be improved with this approach [8]. The benefits and potential
applications of NILM systems in smart grids are thoroughly evaluated. The NILM system monitors appliance
consumption without adding additional sensors, reducing both costs and space restrictions. Machine learning algorithms
can be used to decompose aggregate power absorption profiles into individual appliance profiles [9].

In this paper, we address the identified gaps by focusing on the critical issue of real-time intrusion detection in DPUs
within smart grids. While NILM systems have improved energy efficiency and diagnostics, their application to security
is still an emerging area that requires robust solutions. Although NILM systems are consistently supported, they are not
well understood. The NILM system also facilitates diagnostics and automation, as well as increasing energy efficiency.
Individual appliance profiles can be decomposed using machine learning algorithms. There are still several challenges
to overcome when it comes to NILM technologies. One of the primary challenges is ensuring the real-time integrity and
security of DPU data, as vulnerabilities in these units may compromise the reliability of the entire grid. The integrity
and security of smart grid data processing units (DPUs) are becoming increasingly important as smart grids become
more prevalent. The integrity and security of DPU data need to be protected in real-time, and vulnerabilities that may
compromise the reliability of smart grids need to be addressed. Smart grid monitoring and security are the subject of
several significant contributions in this paper. It emphasizes the importance of deep learning in enhancing accuracy,
efficiency, and privacy in non-intrusive load monitoring (NILM) systems. Support Vector Machines (SVMs), LDA,
Decision Trees, and Random Forests are also introduced and evaluated in the paper to detect intrusions in smart grids.
Fault injection, masquerade, normal, and replay intrusions are classified using these techniques. By addressing these
real-time threats, we propose a framework that significantly strengthens smart grid operations by incorporating robust
machine learning techniques for real-time intrusion detection in DPUs. In the final part of the study, robust solutions for
real-time intrusion detection in DPUs are proposed for data integrity and security. Smart grid operations will be
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significantly strengthened by these advanced machine learning techniques for real-time intrusion detection. The method
protects power grids from unauthorized access. By developing more secure and resilient smart grid technologies, we
can create a more sustainable and efficient energy system.

2. Literature Review

Smart grid intrusion detection systems have been significantly improved by recent advances in machine learning and
deep learning. Silva & Liu [10] reviewed recent studies on Non-Intrusive Load Monitoring (NILM) and its integration
with Machine Learning (ML). The authors found that NILM has become a promising approach for energy management,
providing affordable solutions using aggregated load data from smart meters. The study concluded that integrating ML
approaches with NILM can lead to more efficient energy management systems, offering real-time solutions for practical
implementation. The authors emphasized the importance of considering both theoretical and experimental aspects when
developing reliable EM solutions using NILM and ML techniques. Adewole & Tan [11] introduce a new concept called
energy disaggregation risk, which refers to the potential privacy issues that arise when energy disaggregation algorithms
are used to analyze aggregated smart grid data. In this study, Sequence-to-Sequence (Seq2Seq) NILM deep learning
algorithm is compared with three activation extraction methods and three inference attacks are explored. Compared with
other event detection methods, Variance Sensitive Thresholding (VST) is the most resilient to energy disaggregation
risk. Kommey et al. [12] investigated an artificial intelligence-based non-intrusive load monitoring system for energy
consumption optimization using a modified K-Nearest Neighbor algorithm. The study aimed to address the challenges
of intrusive load monitoring methods, which are often costly and inconvenient. The proposed approach used machine
learning techniques to predict and classify energy consumption patterns without requiring direct access to appliances or
meters. Results showed that the non-intrusive method effectively predicted energy consumption with high accuracy
(94.5%) and classified appliance types correctly (92.3%). This innovative solution has potential applications in reducing
power wastage, improving energy efficiency, and minimizing financial burdens on households and businesses.

A Kkey step in non-intrusive load monitoring (NILM) is the detection of events using geometric features of
cumulative sums [13]. Energy shortages and greenhouse gas emissions have prompted experts worldwide to focus on
solving energy management problems, with smart grid construction one of the most important technologies for
managing energy use. The study found that traditional event detection methods, including those developed using the
cumulative sum (CUSUM) method, while reasonable in terms of accuracy, lack precision. Zhao et al. [5] proposed a
nonintrusive load monitoring method to detect multiple events, addressing issues related to setting hyper-parameters
and detecting multiple events. In order to extract local features from aggregated data within a sliding window, the
authors used convolutional neural networks, followed by multi-head self-attention mechanisms that could distinguish
similar events based on correlations between event sequences and contextual information. Table 1 presents an
overview of recent advances in NILM. There is potential for this technology to be applied to customer-side intelligent
sensing and ubiquitous power Internet of Things applications.

Table 1. Overview of Recent Advancements in NILM and Related Technologies

Author Year Method Type Key Results

Liu et al. [14] 2022 Scale-and Attention-experts based multi-task NILM Achieved _Iatency-free NILM by identifying on/off states and energy
neural network (SAMNet) consumption from aggregate loads

Adewole & Torra [2] 2023 Sequgnce-to-Sequence (Seq2Seq)  deep NILM I-_Ilgh accuracy in disaggregating appliance loads but with privacy

learning algorithm risks
Dowalla et al. [3] 2022 Common supply current signal processing NILM EffecFlver identified _appllances_ based on unique characteristics,
enabling energy load disaggregation
i 0, i -

Tan etal. [4] 2022  AC-DC wide-bandwidth current sensor Sensor Il-l(;ghl;;ccuracy (0.1% or less) and wide measurement range (-50 A to
Zhao et al. [5] 2021  Event-detection algorithm NILM Higher recognition accuracy compared to existing NILM techniques
Bucci et al. [9] 2021  Overview of NILM systems Overview Highlighted benefits and potential applications of NILM systems

. . . 0
Ma et al. [6] 2021 Deep leaming framework (PUMPNET) NILM Effectlvely_d(_etected pool pump operations with 95.6% accuracy and
92.5% precision
Han et al. [7] 2021 Voltage-cur[enttra]egtory enabled asymmetric NILM Accurately |dent_|f|ed appliances and their states, improving smart
deep supervised hashing (ADSH) power consumption management
Zhang et al. [8] 2020 Powgr-b_ased non-intrusive condition Confimpn Feasibility of detecting tampering in DTUs using power consumption
monitoring Monitoring  data.
Seyedi et al. [15] 2020 Rellablllt_y assessment of synchrophasor Reliability Effectlv_ely ) reduced missed synchrophasor data frames over
communications successive timestamps
Green et al. [16] 2020 il\él:rI]ttli}?g:tlieozramework for nonintrusive load NILM More accurate and robust NILM by leveraging multiple algorithms.
Xiaetal. [17] 2020 g:t\r?vg?;'te deep long short-term memory NILM Improved accuracy and efficiency in load disaggregation
Pereira et al. [18] 2019  NILM Performance Evaluation dataset Dataset Provided ground-truth data, model specifications, and performance
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Huang et al. [19] 2018  Review of energy-efficient smart buildings Review Highlighted key areas in smart buildings driven by new technologies
Henao et al. [20] 2018  Probabilistic non-intrusive approach NILM Accurate recognition of electric space heater power profiles
Otoum et al. [21] 2017  Hybrid architecture for intrusion detection Iljnettr:cstii(;r:] Effectively identified intrusions in critical applications
Villani et al. [22] 2017  Contactless and energy-neutral power meter Power Meter  Efficient control of electric loads in Smart Grids.
Impact of data granularity on smart meter Detection rate declines as time interval between measurements

Eibl & Engel [23] 2015 Privacy

privacy increases beyond half the on-time of an appliance.

Also, Chan & Zhou [24] investigated non-intrusive methods of protecting legacy SCADA systems against false
command injection attacks. The authors emphasize the limitations of patching old-generation devices with
cryptographic defenses due to resource constraints. Rather than modifying the protocol at the protocol level, they
proposed add-on solutions. In this study, existing bump-in-the-wire and data diode-based non-intrusive defense
strategies for legacy SCADA systems against false command injection attacks were compared and contrasted. Based
on the results, these approaches are capable of effectively preventing such attacks without compromising the
performance of legacy systems.

An innovative method for detecting series arc faults in non-intrusive load monitoring (NILM) has been proposed
by Dowalla et al. [3]. To detect low fault currents, the authors developed an approach that exploits both current and
voltage signal time domain analysis. Using an arc fault generator in accordance with IEC 62606:2013, they
demonstrated the effectiveness of their method using up to six devices operating simultaneously. Using an adaptive
particle swarm optimization algorithm and a convolutional neural network model, Liu et al. [25] developed a non-
intrusive load recognition method. This approach is capable of accurately detecting electricity loads, enabling
refinement in the management of electricity loads and monitoring of the quality of the power supply. According to
Etezadifar et al. [26], the RLNILM algorithm is a reinforcement learning-based event detection algorithm that can
operate under ideal and non-ideal circumstances for non-intrusive load monitoring (NILM). Through a feedback
system that separates it from direct access to consumer data, the RLNILM agent is trained using simpler traditional
event detection algorithms, such as LLR voting or SWDC. Real-world data from the iIAWE dataset is used to validate
the performance of the proposed method. Lin et al. [27] studied the application of smart home energy management
systems in identifying activities of daily living (ADLs). The results showed that a non-intrusive load monitoring-
based approach can accurately identify ADLs, such as cooking and washing, by analyzing electrical energy
consumption patterns. The study highlights the potential benefits of power utility-owned smart meters in enabling
automated data collection for billing purposes and providing consumer-centric use cases. The study demonstrates that
by analyzing this data through Al-powered algorithms, households' ADLs can be accurately identified and classified,
enabling various consumer-centric use cases.

3. Material and Methods

The present research is grounded in the theoretical framework of deep learning techniques applied to real-time
intrusion detection in smart grids, particularly focusing on safeguarding the integrity and security of Data Processing
Units (DPUs). This research builds upon the theory that machine learning models, such as Support Vector Machines
(SVMs), Decision Trees, Random Forests, and Linear Discriminant Analysis (LDA), can effectively detect various types
of intrusions by leveraging smart grid data. The study draws on the theoretical principles of Non-Intrusive Load
Monitoring (NILM) to enhance the accuracy, efficiency, and privacy of energy consumption management. By
integrating these principles with advanced machine learning algorithms, the research contributes to both theoretical and
practical advancements in the fields of energy management and grid security.

Data « Capture real-time grid data (voltage,
Collection current, breaker states).
Data « Clean data, normalize features,
STl engineer new features.
Model « Train SVM, Decision Tree, Random
Training Forest, and LDA models.
Intrusion « Detect Fault, Injection, Masquerade,
Detection Normal, and Replay intrusions
Perf * Assess using confusion
SUEUELEES matrix, ROC curves, and F1-
EValuation ey

Figure 1. Overview of the manuscript structure
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Figure 1 describes the figure’s purpose and clearly indicates that it represents the overall structure of the manuscript.
Furthermore, the proposed solutions are theoretically supported by previous studies that demonstrate the potential of
deep learning in reducing latency, improving detection accuracy, and addressing privacy concerns, which are pivotal for
secure and resilient smart grid operations.

3.1. Data Collection

A real-time power grid monitoring system provided the data for this study. At high temporal resolutions, this system
captures voltage, current, and circuit breaker states. It facilitates accurate and efficient detection and management of
anomalies and ensures comprehensive coverage of the grid's operational state. The data was carefully preprocessed
before being fed into the machine learning models to ensure high-quality input. This involved cleaning the data by
addressing missing values and outliers, normalizing the features to ensure consistency across different scales, and
performing feature engineering to create additional insights from the raw data, such as state and sequence differences.
Categorical labels for the intrusion types were also encoded into numerical values (Table 2). These preprocessing steps
were crucial in improving model performance, particularly for Random Forest and Decision Tree models, by reducing
noise and enhancing the models' ability to detect complex intrusion patterns. Proper handling of the data during
preprocessing directly contributed to the models' improved accuracy and robustness in detecting real-time intrusions in
the power grid.

Table 3 provides a comprehensive overview of the variables used in power grid monitoring systems. A power grid's
operational state and performance can be described by these variables. In addition to the timestamp of measurements or
events (Time), the sequence and state numbers (Sequence Number, State Number), and the current state of the circuit
breaker (Circuit Breaker State) are also key variables. Additionally, the table shows sequence and state differences
between measurements (Sequence Difference, State Difference), the time of the last message received (Time of Last
Message), and recent changes (Recent Change). In addition to individual unit measurements, the table details combined
measurements from all units (Combined Measurements), and consistency across units (Consistency). These
measurements include three-phase voltage sums and current sums (Three-Phase Voltage Sum, Three-Phase Current
Sum) as well as individual unit measurements (Three-Phase Voltage MU1, Voltage Angle A MU1). A smart grid
application's real-time monitoring relies on these variables to detect anomalies, maintain reliability, and manage energy
efficiently.

Table 3. Class Encoding for Intrusion Detection in Power Grids

Class Name Encoded Number
Fault
Injection

Masquerade
Normal
Replay

A W NN P O

Table 3. Description of Variables Used in Power Grid Monitoring

Variable Description
Time Timestamp of the measurement or event.
Sequence Number Sequence number of the measurement.
State Number State number of the measurement unit.
Circuit Breaker State Current state of the circuit breaker.
Sequence Difference Difference in sequence number between measurements.
State Difference Difference in state number between measurements.
Time of Last Message Time of the last message received.

Recent Change Indicates if there was a recent change in state or measurement.
Measurement Unit 1 Cs Measurements from Measurement Unit 1.
Measurement Unit 2 Cs Measurements from Measurement Unit 2.
Measurement Unit 3 Cs Measurements from Measurement Unit 3.
Measurement Unit 4 Cs Measurements from Measurement Unit 4.

Combined Measurements Combined measurements from all units.
Consistency Measure of consistency in the measurements.

Three-Phase Voltage Sum Sum of three-phase voltages across all units.

Three-Phase Current Sum Sum of three-phase currents across all units.
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Three-Phase Voltage MU1
Voltage Angle A MU1
Voltage Angle B MU1
Voltage Angle C MU1

Three-Phase Current MU1
Current Angle A MU1
Current Angle B MU1
Current Angle C MU1

Log MU1

Three-Phase Voltage MU2
Voltage Angle A MU2
Voltage Angle B MU2
Voltage Angle C MU2

Three-Phase Current MU2
Current Angle A MU2
Current Angle B MU2
Current Angle C MU2

Log MU2

Three-Phase Voltage MU3
Voltage Angle A MU3
Voltage Angle B MU3
Voltage Angle C MU3

Three-Phase Current MU3
Current Angle A MU3
Current Angle B MU3
Current Angle C MU3

Log MU3

Three-Phase Voltage MU4
Voltage Angle A MU4
Voltage Angle B MU4
Voltage Angle C MU4

Three-Phase Current MU4

Current A IED4
Current B IED4
Current C IED4

Vol. 5, No. 3, September, 2024

Sum of three-phase voltages for Measurement Unit 1.
Voltage angle for phase A in Measurement Unit 1.
Voltage angle for phase B in Measurement Unit 1.
Voltage angle for phase C in Measurement Unit 1.

Sum of three-phase currents for Measurement Unit 1.
Current angle for phase A in Measurement Unit 1.
Current angle for phase B in Measurement Unit 1.
Current angle for phase C in Measurement Unit 1.

Logs from Measurement Unit 1.

Sum of three-phase voltages for Measurement Unit 2.
Voltage angle for phase A in Measurement Unit 2.
Voltage angle for phase B in Measurement Unit 2.
Voltage angle for phase C in Measurement Unit 2.

Sum of three-phase currents for Measurement Unit 2.
Current angle for phase A in Measurement Unit 2.
Current angle for phase B in Measurement Unit 2.
Current angle for phase C in Measurement Unit 2.

Logs from Measurement Unit 2.

Sum of three-phase voltages for Measurement Unit 3.
Voltage angle for phase A in Measurement Unit 3.
Voltage angle for phase B in Measurement Unit 3.
Voltage angle for phase C in Measurement Unit 3.

Sum of three-phase currents for Measurement Unit 3.
Current angle for phase A in Measurement Unit 3.
Current angle for phase B in Measurement Unit 3.
Current angle for phase C in Measurement Unit 3.

Logs from Measurement Unit 3.

Sum of three-phase voltages for Measurement Unit 4.
Voltage angle for phase A in Measurement Unit 4.
Voltage angle for phase B in Measurement Unit 4.
Voltage angle for phase C in Measurement Unit 4.

Sum of three-phase currents for Measurement Unit 4.

Current for phase A in Measurement Unit 4.
Current for phase B in Measurement Unit 4.

Current for phase C in Measurement Unit 4.

Log MU4 Logs from Measurement Unit 4.
Any Relay Activation Indicates if any relay has been activated.
Class The label indicating whether the event is normal or an intrusion.

The features used for training the machine learning models in this study include key variables from the power grid
monitoring system, such as voltage, current, circuit breaker states, and timing information. Specifically, features such
as the three-phase voltage and current sums, voltage and current angles across different phases, and relay activation
status were leveraged to detect different types of intrusions. These features provide insights into the real-time operational
state of the grid, capturing both normal and anomalous behaviors. The impact of feature selection was crucial to the
performance of the models, as certain features, like voltage and current measurements, were particularly influential in
identifying intrusions like Fault and Injection events. Random Forest and Decision Tree models performed particularly
well due to their ability to automatically rank and select the most important features, which enhanced their accuracy in
distinguishing between different types of intrusions. In contrast, models like SVM and LDA, which do not have inherent
feature selection mechanisms, struggled with the more complex patterns, especially for Injection and Replay intrusions,
where nuanced and overlapping feature sets are critical. This highlights the importance of using models that can handle
feature importance effectively in complex detection tasks. For hyperparameter tuning, we focused on optimizing key
parameters to enhance the performance of each model. For Random Forest and Decision Tree, we fine-tuned the number
of trees, maximum depth, and minimum samples per split, which improved the models' ability to generalize and
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accurately detect complex intrusion types like Injection and Replay. In the case of SVM, we adjusted the regularization
parameter (C) and selected the most suitable kernel, allowing the model to handle non-linear patterns and achieve a
better balance between accuracy and margin maximization. Although LDA involves fewer hyperparameters, tuning the
solver type improved computational efficiency and stability. These optimizations played a key role in improving the
models' overall accuracy, precision, and robustness in real-time intrusion detection.

4. Result

The confusion matrices for the LDA, SVM, Decision Tree, and Random Forest models reveal distinct performance
characteristics when applied to intrusion detection in power grids. Each model's ability to accurately classify different
types of intrusions—Fault, Injection, Masquerade, Normal, and Replay varies, highlighting their respective strengths
and weaknesses in dealing with complex data patterns. The LDA model shows a high degree of accuracy in identifying
Fault and Normal instances, with 40 and 455 correct classifications, respectively, and minimal misclassifications.
However, it struggles significantly with Injection, correctly identifying only 11 instances while misclassifying many as
Masquerade, Normal, and Replay. The model also performs well for Masquerade but shows some confusion with Fault
and Injection. This indicates that while LDA can effectively distinguish between simpler or more frequent intrusion
types (Fault and Normal), it lacks robustness in differentiating more complex intrusion patterns like Injection and
Replay. These patterns often require more nuanced recognition capabilities, highlighting LDA's limitations in handling
overlapping or ambiguous data distributions, which are common in real-world power grid scenarios. The SVM model
performs exceptionally well in classifying Fault and Normal instances, achieving perfect accuracy with 41 and 455
correct identifications, respectively.

However, similar to LDA, it has considerable difficulty with Injection, managing only 21 correct identifications out
of 101, with numerous misclassifications into other categories. The model also shows some confusion in identifying
Replay instances, which are often misclassified as Normal or Masquerade. Despite these challenges, SVM demonstrates
strong overall performance, especially in scenarios with clear separation between classes. The high precision for Fault
and Normal detection suggests that SVM excels in cases where the data features are well-defined and less ambiguous.
However, its performance on Injection and Replay intrusions suggests that SVM may struggle with highly non-linear
patterns or overlapping feature spaces, which could be mitigated with further tuning or the use of kernel-based methods.
The Decision Tree model's performance is characterized by significant challenges in classifying Injection instances,
with the majority of these cases misclassified into other categories. It also shows some confusion between Normal and
Replay instances, indicating difficulty in handling data with overlapping features. However, the model performs well in
identifying Fault and Masquerade classes, similar to the other models. This suggests that while Decision Trees can be
effective for certain classifications where feature boundaries are more distinct, they may struggle with more complex
and nuanced data distributions, particularly in cases involving multiple, closely related intrusion patterns like Injection
and Replay. The interpretability of Decision Trees is a significant advantage, but their susceptibility to overfitting or
underperforming with noisy data is evident in this context.

The Random Forest model stands out for its superior performance across all classes. It achieves perfect classification
for Fault and Normal instances and shows minimal misclassifications for Injection, Masquerade, and Replay.
Specifically, it correctly classifies 99 Injection instances and 93 Replay instances, indicating a high level of robustness
and reliability. The ensemble nature of Random Forest, which aggregates the predictions of multiple decision trees,
enables it to generalize better across different intrusion types, even in the presence of complex or noisy data. This model's
ability to handle diverse feature spaces and its robustness against overfitting make it particularly well-suited for real-
time intrusion detection in smart grids, where data patterns can be unpredictable and multifaceted.

The Random Forest's ensemble approach, which combines multiple decision trees, likely contributes to its ability to
handle complex data patterns more effectively than the other models. Overall, the Random Forest model demonstrates
the highest accuracy and reliability across all classes, making it the most suitable for real-time intrusion detection in
power grids. LDA and SVM models perform well for specific classes but struggle with Injection and Replay,
highlighting the need for models that can handle diverse and complex intrusion patterns. The Decision Tree model's
performance is less consistent, particularly for Injection and Replay, suggesting that it may be better suited for simpler
classification tasks or as part of an ensemble approach. These findings underscore the importance of selecting
appropriate models based on the specific requirements of the intrusion detection system. While Random Forest offers
the most robust performance, integrating multiple models could leverage the strengths of each, potentially improving
overall accuracy and reliability. Understanding the performance characteristics of different models through confusion
matrices is crucial for developing effective and efficient power grid monitoring systems, ultimately enhancing security
and operational reliability (see Figure 2). Figure 3 shows the ROC curves for the LDA model applied to intrusion
detection in power grids, illustrating the model's performance across five different classes: Fault, Injection, Masquerade,
Normal, and Replay. The Area Under the Curve (AUC) values are provided for each class, indicating the model's
classification accuracy. The LDA model demonstrates perfect performance for the Fault and Normal classes (AUC =
1.00), high performance for the Masquerade class (AUC = 0.97), and good performance for the Replay class (AUC =
0.87). The Injection class shows moderate performance with an AUC of 0.77. The ROC curve highlights the model's
strengths and areas for improvement in distinguishing between different types of intrusions.
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Figure 2. Confusion Matrices for LDA, SVM, Decision Tree, and Random Forest Models in Intrusion Detection
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Figure 3. ROC Curves for Linear Discriminant Analysis (LDA) Model in Intrusion Detection

821



HighTech and Innovation Journal Vol. 5, No. 3, September, 2024

The Receiver Operating Characteristics (ROC) curve for the LDA model is shown in Figure 3. At different threshold
settings, ROC curves plot true positive rates (sensitivity) against false positive rates (1-specificity). AUC measures
model performance across all classification thresholds, with a higher AUC indicating better performance. This figure
shows the ROC curves for the LDA model applied to intrusion detection in power grids, illustrating the model's
performance across five different classes: Fault, Injection, Masquerade, Normal, and Replay. The Area Under the Curve
(AUC) values are provided for each class, indicating the model's classification accuracy. The LDA model demonstrates
perfect performance for the Fault and Normal classes (AUC = 1.00), high performance for the Masquerade class (AUC
= 0.97), and good performance for the Replay class (AUC = 0.87). The Injection class shows moderate performance
with an AUC of 0.77. The ROC curve illustrates the strengths and weaknesses of the model in identifying different types
of intrusions. As can be seen by the high AUC values for the Fault and Normal classes, the model is highly accurate in
detecting these intrusions, which is consistent with your goal of improving intrusion detection in power grids.
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Figure 4. ROC Curves for SVM Model in Intrusion Detection

In addition, the model's good performance in detecting Masquerade and Replay intrusions further demonstrates your
commitment to using machine learning techniques in order to safeguard power grids from unauthorized access. It is
evident from the ROC curves that the LDA model is capable of detecting intrusions in real-time, which is crucial for
maintaining data integrity and security in DPUs. A SVM intrusion detection model is shown in Figure 4, illustrating its
performance across five classes: Fault, Injection, Masquerade, Normal, and Replay. ROC curves illustrate the trade-off
between True Positive Rate (sensitivity) and False Positive Rate (specificity), while AUC values indicate the model's
performance. Fault and Normal classes achieve near-perfect AUCs of 1.00 and 0.99, respectively, indicating excellent
discrimination. AUC values of 0.98 and 0.94 are also demonstrated by the Masquerade and Replay classes. With an
AUC of 0.88, the Injection class shows moderate performance, suggesting some limitations in accurately detecting
injection-related intrusions. It is clear from the overall strong performance of the SVM model that it is effective in
detecting intrusions in real-time, supporting the paper's focus on enhancing power grid security and integrity using
advanced machine learning techniques. SVM's high AUC values for the Fault, Normal, Masquerade, and Replay classes
support your objective of improving the model's ability to distinguish between different intrusion types, these results
reinforce the importance of using advanced machine learning techniques to ensure data integrity and security in DPUSs.
This alignment highlights the potential of these methods to significantly strengthen smart grid operations, contributing
to the development of more secure and resilient energy systems.

Figure 5 illustrates the ROC (Receiver Operating Characteristic) curves for a Decision Tree model applied in an
intrusion detection system, demonstrating its classification performance across five distinct classes: Fault, Injection,
Masquerade, Normal, and Replay. The ROC curves plot the True Positive Rate (sensitivity) against the False Positive
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Rate (1-specificity) for each class. The AUC (Area Under the Curve) values quantify the model's discriminatory power
for each class. The Fault class achieves an AUC of 1.00, indicating perfect classification without any false positives or
negatives. The Injection class follows with a high AUC of 0.98, signifying excellent performance. The Masquerade class
also shows strong performance with an AUC of 0.95. The Normal class has a slightly lower but still robust AUC of
0.92, while the Replay class has an AUC of 0.89, indicating good but relatively less accurate classification.
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Figure 5. ROC Curves for Decision Tree Model in Intrusion Detection

Overall, the Decision Tree model exhibits strong classification capabilities, particularly excelling in the Fault and
Injection classes, while maintaining respectable performance across the other classes. The results demonstrate how
advanced machine learning techniques, particularly SVM and Decision Tree models, can enhance intrusion detection
accuracy in smart grids. SVM models perform well in most classes, but struggle with injection intrusions. Likewise, the
Decision Tree model exhibits strong performance, particularly in detecting injection intrusions, with slight variations in
effectiveness among the other classes. DPUs must be safeguarded in real-time for data integrity and security through
the use of deep learning and other machine learning techniques, as outlined in the paper. Smart grid operations can be
significantly strengthened by implementing these robust solutions, preventing unauthorized access to power grids as
well as contributing to a more sustainable and energy-efficient energy system.

Figure 6 displays the ROC curves for a Random Forest model used to detect various types of intrusions in smart
grids, including fault injection, masquerade, normal, and replay intrusions. Based on the Area Under the Curve (AUC)
values, the ROC curves plot the True Positive Rate versus the False Positive Rate for each intrusion class. The Random
Forest model demonstrates perfect detection across all classes, with each achieving an AUC of 1.00. These results
underscore the effectiveness of the Random Forest model in providing accurate and reliable intrusion detection in smart
grids, aligning with the paper's emphasis on the importance of deploying advanced machine learning techniques to
enhance the security and integrity of DPUs in real-time operations. The results show that the Random Forest model
achieved perfect classification performance across all intrusion types, with an AUC of 1.00 for each class. Similarly, the
Decision Tree model showed high accuracy, particularly in detecting fault and injection intrusions. The SVM model
also performed exceptionally well, though it demonstrated some limitations in identifying injection intrusions. The
proposed solutions for real-time intrusion detection in DPUs ensure robust data integrity and security, significantly
strengthening smart grid operations against unauthorized access. By implementing these advanced techniques, the study
paves the way for more secure, resilient, and efficient energy systems. The deployment of deep learning and other
machine learning methods in intrusion detection not only protects power grids but also contributes to a more sustainable
and efficient energy infrastructure.
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ROC Curve for Random Forest
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Figure 6. ROC Curves for Random Forest Model in Intrusion Detection
Table 4. Performance Metrics of Various Classifiers in Intrusion Detection
Classifier Class Precision Recall F1-score Support
Fault 0.74 0.98 0.84 41
Injection 0.65 0.11 0.19 101
LDA Masquerade 0.86 0.96 0.91 397
Normal 0.83 1.00 0.91 455
Replay 0.71 0.22 0.34 100
Overall 0.83
Fault 0.95 1.00 0.98 41
Injection 0.64 0.21 031 101
SVM Masquerade 0.86 0.99 0.92 397
Normal 0.87 1.00 0.93 455
Replay 0.69 0.25 0.37 100
Overall 0.86
Fault 0.98 1.00 0.99 41
Injection 0.96 0.96 0.96 101
Decision Tree Masquerade 0.99 0.98 0.99 397
Normal 0.96 0.93 0.94 455
Replay 0.67 0.80 0.73 100
Overall 0.94
Fault 1.00 1.00 1.00 41
Injection 1.00 0.98 0.99 101
Random Forest Masquerade 0.99 1.00 0.99 397
Normal 0.99 1.00 0.99 455
Replay 1.00 0.93 0.96 100
Overall 0.99
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In Table 4, four classifiers are compared for their performance in detecting different types of intrusions in smart
grids: LDA, SVM, Decision Tree, and Random Forest. There are several metrics shown, including Precision, Recall,
F1-score, and Support for Fault, Injection, Masquerade, Normal, and Replay. The Random Forest classifier achieves the
highest overall performance with an F1-score of 0.99, demonstrating near-perfect detection across all intrusion types.
The Decision Tree also performs well, with an overall F1-score of 0.94. SVM and LDA show relatively lower overall
F1-scores of 0.86 and 0.83, respectively, indicating the varying effectiveness of different classifiers in accurately
detecting specific intrusion types. These results highlight the superior performance of the Random Forest model in
accurately detecting various types of intrusions in smart grids, aligning with the paper's goal of leveraging advanced
machine learning techniques to safeguard DPUs for data integrity and security. The Random Forest model's near-perfect
scores across all intrusion types emphasize its potential to enhance the accuracy, efficiency, and privacy of NILM
systems. By deploying such robust models, the study contributes to the development of more secure and resilient smart
grid technologies, ensuring a sustainable and efficient energy system.

5. Conclusion

The integration of deep learning technologies in Non-Intrusive Load Monitoring (NILM) systems has brought about
significant improvements in energy management, consumption optimization, and data security within smart grids. In
this paper, we examine how deep learning can be used for real-time intrusion detection in power grids, with a particular
focus on safeguarding the integrity and security of data from DPUs. With the help of advanced deep learning techniques,
the study aims to improve the robustness and reliability of power grid monitoring systems, thereby addressing current
challenges and paving the way for future innovations. The extensive evaluation of various machine learning models,
including SVM, LDA, Decision Trees, and Random Forests, provides a comprehensive analysis of their effectiveness
in detecting various types of intrusions, such as Fault, Injection, Masquerade, Normal, and Replay. According to the
ROC curves and performance metrics, these models performed well in detecting faults and normal intrusions with near-
perfect accuracy. The Random Forest model achieves an overall AUC of 1.00 across all classes, indicating its
exceptional ability to distinguish between different intrusion types. In addition to having high AUC values across most
classes, the Decision Tree model also excels at detecting faults (AUC = 1.00) and injections (AUC = 0.98). In terms of
detecting certain types of intrusions, the LDA and SVM models show good performance, but they have some limitations.
The LDA model achieves high AUC values for the Fault (AUC = 1.00) and Normal (AUC = 1.00) classes, but shows
moderate performance for the Injection class (AUC = 0.77). The SVM performs well for the Fault (AUC = 1.00) and
Normal (AUC = 0.99) classes, but has a lower AUC for the Injection class (AUC = 0.88). Based on these results, it is
possible to determine the strengths and areas for improvement of each model in the context of intrusion detection.

Performance metrics further quantify the models' effectiveness, with Random Forest achieving the highest overall
F1-score of 0.99, indicating its robustness in classification tasks. SVM and LDA models have F1-scores of 0.86 and
0.83, respectively, while the Decision Tree scores 0.94. Machine learning has the potential to increase NILM's accuracy,
efficiency, and privacy. With advancements in NILM methodologies, deep learning frameworks, and event detection
algorithms, smart grid operations can be revolutionized. Integrity and security of DPUs remain critical concerns. The
paper contributes to the ongoing efforts to develop smart grid technologies that are more resilient and secure, ultimately
enabling a more sustainable and efficient energy future. Deep learning for real-time intrusion detection represents a
promising approach to improving the security and reliability of smart grids. These methods ensure the continuity and
efficiency of power grids by safeguarding DPU data integrity and preventing unauthorized access. Study findings
suggest that deep learning-based approaches can be used to monitor load and manage energy, paving the way for future
smart grid innovations. Aside from improving detection accuracy, the paper makes many other contributions. A robust
solution for real-time intrusion detection is proposed to maintain data integrity and security in power grids. Several types
of models are evaluated, from SVMs and LDAs to Decision Trees and Random Forests, guiding future research and
practical applications. This study lays the foundation for future advancements, ensuring that power grids remain resilient,
secure, and capable of meeting future energy demands while also enhancing the current state of smart grid technology.
Smart grid security is significantly enhanced by deep learning for real-time intrusion detection in power grids, as
discussed in this paper. Researchers have gained insight into how to protect critical infrastructure from various threats,
leading to a more secure, efficient, and sustainable energy system.

5.1. Future work

Hybrid models that combine machine learning techniques can be integrated into future work in order to optimize
scalability and real-time implementation in large-scale power grids. As attacks evolve and new intrusions are detected,
adaptive learning techniques should be developed to dynamically update models. Data privacy must be ensured through
methods like federated learning and differential privacy. Expanding evaluation metrics to include interpretability,
computational efficiency, and energy consumption will provide a more comprehensive assessment. By ensuring data
integrity and traceability, blockchain integration can add an additional layer of security. VValidating the effectiveness of
the models will require field testing and pilot deployments in real-world settings, in collaboration with industry partners.
The incorporation of user-centric approaches involving operators and consumers can enhance the overall security
framework, making power grids more resilient and sustainable.
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