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Abstract 

The Internet of Things (IoT) paradigm is laying the groundwork for a world in which many of our everyday devices will 

be connected and will interact with their surroundings to gather data and automate some operations. Among other things, 

such a concept necessitates seamless authentication, data privacy, security, attack resilience, simplicity of deployment, and 

self-maintenance. Blockchain, a technology created with the Bitcoin cryptocurrency, can provide such advantages. To 

create blockchain-based IoT (BIoT) applications, a full discussion of how to modify blockchain to meet the unique 

requirements of IoT is offered in this paper. The most important BIoT applications are detailed after a brief introduction 

to blockchain, with the goal of highlighting how blockchain can affect conventional cloud-based IoT applications. Then, 

several factors that have an impact on the design, development, and deployment of a BIoT application are covered, along 

with present obstacles and potential improvements. Lastly, a list of recommendations is provided to help future BIoT 

researchers and developers understand some of the problems that need to be solved before deploying the upcoming 

generation of BIoT applications. 
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1. Introduction 

Understanding blockchain and its value is essential in the current environment for the successful adoption of Industry 

4.0. Blockchain technology has potential applications in some industries, such as financial transactions, where it might 

give confidence. Problems with fiat currencies and foreign currencies are not present, and a controlled supply transaction 

is possible. Industry 4.0’s Blockchain technology can also be connected to the product itself and the identifying 

components of its assembly. It serves as a reminder of situations in which being able to identify products with problems 

may be advantageous. Here, blockchain will safeguard every component of a product, including its sub-assemblies, parts, 

and distribution channels. Retrieval at any point in the supply chain is less expensive and disruptive. By using cameras 

and sensors, new information has been acquired that might be used to build the blockchain's network. We have access 

to more information thanks to it than we could ever learn in a short period of time [1]. 

There must also be a matching structural change within an organization to sustain end-user support. One of the most 

important technological developments nowadays is blockchain [2]. This technology has significantly advanced in recent 

years and has a wide range of manufacturing applications [3]. It is frequently used in conjunction with phrases like 
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Industry 4.0 and intelligent factories. Blockchain is a decentralized, encrypted, distributed ledger for filing computers 

that enables the creation of temper-proof, real-time logs. 

Several aspects of Industry 4.0 are still poorly understood and explained. The future effects of intelligent 

manufacturing solutions will be increased thanks to this new technology. Much has been learned from both the current 

deployments and the early sales experiences. It offers a comprehensive distribution strategy, applying and combining 

these new technologies that are supported and encouraged as resources to achieve more general corporate objectives. 

Since blockchain may make the patent environment more simple, transparent, and less intermediate, it could aid SMEs 

(small and medium enterprises) in defending their discoveries. This would promote rivalry among businesses that find 

it more challenging to enter the patent world. Individuals will be able to produce green energy through a freely negotiated 

agreement [4, 5]. 

This technology is special because it avoids middlemen in transactions, potentially resulting in an efficient and 

affordable flow of products and services. Since this record is linked to the preceding block, it cannot be modified or 

changed in the future. The term "non-authorized" refers to a decentralized forum that is public and participatory and 

where anybody can read and submit transactions. In contrast, blockchain is designed with the benefit of reading from 

and writing to a closed network for specific users. Between a private and a public blockchain, this is the key distinction 

in how users are positioned and given incentives to engage with the system. The supply chain is a flexible framework 

made up of numerous companies that collaborate to meet customer demands by bringing value at every stage of the 

production process, from raw materials to finished goods [6, 7]. The subsidiary and tertiary chains that work together to 

build the supply chain network—an ecosystem—sustain the primary chain. Information and business transactions 

contribute to the complexity of the chain, which must be balanced. It is crucial to think that blockchain offers consistency 

and traceability throughout the supply chain [8]. 

A decentralized, distributed directory that powers smart contracts and offers the chance to aid traceability in record 

management, supply chain automation, payment applications, and other commercial processes can be described as a 

blockchain. Blockchain offers an immutable record that is duplicated in almost real-time between a network of business 

partners. The procedure uses data that would have previously been kept in the business Enterprise Resource Planning 

(ERP) system [9]. It now makes it accessible through a distributed network of records held by many businesses. 

Organizations can better understand their customers thanks to several blockchain advantages, especially on the demand 

side. Applications for both data analytics and artificial intelligence (AI) are well known. When it comes to technological 

viability, it can also hit a ceiling, yet many companies aim for convenience. It demands greater endurance and resilience 

than accelerated financial repercussions and enhances the protection and efficiency of procedures [10]. 

A chain of digital blocks linked to and related to one another to form an open distributed ledger is what is meant by 

the term “blockchain” in layman’s terms. It was initially just used to hold digital money transactions, but over time, it 

began to be used for purposes other than currency and payments [11]. Additionally, there are other blockchain varieties 

based on their functions and distinctive characteristics: Public, private, and consortium blockchains are the three different 

forms of blockchains. Since anyone can join the network and participate in network management, public blockchains 

are truly decentralized systems. In private blockchains, the network can only be joined and managed by invited members 

of a single organization. A mix of public and private blockchains, the consortium blockchain is also known as the 

“Federated Blockchain”. In terms of management and rights, the consortium blockchain, also known as the "Federated 

Blockchain," falls somewhere between public and private blockchains. It is possible for invited individuals from various 

organizations to join this blockchain. In a later section of this article, these various blockchain types are described in 

more detail. Blockchain's qualities or features, such as decentralization, pseudonymity, transparency, democratization, 

immutability, auditability, fault tolerance, and security, are what make it most applicable to such a broad range of fields. 

The accessibility of application development frameworks (ADFs) is crucial for the success of blockchain technology. 

There are still many unresolved security and privacy issues related to Blockchain innovation, despite it being one of 

the modern technologies that has managed to achieve significant fame. 

1.1. What this Survey Contributes and How it Compares to Other Survey Articles ? 

This work primarily adds to the body of knowledge in two ways. The evolution and architecture of Blockchain in 

relation to cryptocurrencies, as well as related architecture and research advancements for Smart Contracts (Blockchain 

2.0), and Blockchain-based applications or ecosystems generally (Blockchain 3.0), are first discussed. Second, in this 

single document, we also provide a comparative review of the blockchain frameworks already in use, the consensus 

algorithms, the security threats, and the implications for the future. Numerous survey papers have recently tried to 

analyze blockchain technology in various depths and with a specific focus. A review of consensus methods, security 

concerns, and specifics of various Blockchain technology versions haven't all been covered in a single survey paper, 

according to the literature review. This gap in coverage inspires us to contribute with this paper's in-depth analysis of 

blockchain evolution, design, consensus, and security. 
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In the recent past, many survey studies were written with a sole emphasis on cryptocurrencies [12-14] or simply 

consensus algorithms [15-17]. Smart contracts and the architecture of blockchain applications have been briefly explored 

in a few articles (e.g., [8]. While the main review focus has been on Blockchain applications with other technologies like 

IoT and smart cities [18-20] other survey publications have also presented various Blockchain applications [21, 20]. 

Additionally, the security of the blockchain is discussed in a few survey studies, including [22, 23]. 

On the other hand, this survey's contribution is as follows: introductory technical concepts, issues, and characteristics 

are covered to help the reader comprehend Blockchain principles clearly. To ensure that information is understood 

holistically, the architecture of all Blockchain implementations, including cryptocurrencies, smart contracts, and generic 

applications, is thoroughly examined. All Blockchain versions' designs and workings are laid forth with distinct 

explanations for various regions. The research on development frameworks, security, and consensus methods is then 

thoroughly reviewed in this study. 

The ultimate objective of this study is to familiarize the researchers with the inner technical specifics and research 

developments of all Blockchain technology variations. Figure 1 highlights the similarities and contrasts between the 

study topics included in this survey and those in earlier survey articles. 

 

Figure 1. This survey paper compares recent Blockchain survey articles 

1.2. Organization of This Research 

The background, characteristics, and challenges of Blockchain properties is covered in Section 2 as an introduction 

to help readers grasp the main ideas of this article. The difficulties and problems with blockchain technology are also 

highlighted in this section. The application of Blockchain in different sectors is covered in detail in Section 3. Regarding 

the proposed framework model for Industry 4.0 Industrial Internet of Things and blockchain applications in general, 

Section 4 discusses current blockchain applications in the Industrial Internet of Things. Section 5 highlights the 

experimental analysis and future direction of the application of Blockchain. 

2. Background, Characteristics, and Challenges of Blockchain 

Although there are many obstacles to overcome, blockchain has a lot of potential and its widespread adoption may 

be prevented. Everyone connected to the network can view the transaction records and upload new data to the database 

thanks to the distributed peer-to-peer nature of the Blockchain. The system's fundamentals of openness and lack of 

centralized coordination have detrimental effects and restrict the adoption of Blockchain [24]. One can bring up 

challenges like scalability, security, privacy, latency, and the fact that the financial markets are still having trouble 

coming up with effective solutions [25]. 

2.1. Preliminary Network Concepts 

2.1.1. Role of Peer-to-Peer (P2P) Networks in Blockchain 

P2P technology is built on the decentralization principle, which is a straightforward idea. Blockchain's peer-to-peer 

architecture enables global cryptocurrency transfers without the use of middlemen, brokers, or centralized servers. 
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Anyone who wants to take part in the process of confirming and validating blocks can set up a Bitcoin node using the 

decentralized peer-to-peer network [26]. 

A peer-to-peer network that monitors one or more digital assets on a blockchain is decentralized. The term "peer-to-

peer network" refers to a decentralized peer-to-peer system where each computer keeps a complete copy of the ledger 

and verifies it with other devices to guarantee the data is accurate. 

2.1.2. Cryptography on the Blockchain 

Data security using cryptography prevents illegal access. Cryptography is employed in the blockchain to safeguard 

transactions between two nodes in a blockchain network. The two key ideas in a blockchain are cryptography and 

hashing, as was previously discussed. In a P2P network, messages are encrypted using cryptography, and a blockchain's 

block data and link blocks are secured using hashing [27]. 

Security of participants, transactions, and precautions against double-spending are the main goals of cryptography. 

It aids in safeguarding various blockchain network transactions. It guarantees that the transaction data can only be 

obtained, read, and processed by the people for whom it is intended. 

2.1.3. Cryptography Makes Use of Encryption and Decryption 

The process of transforming plain text into a coded ciphertext that can only be read by the sender is known as 

encryption (keyholder). Decryption, on the other hand, is the process of making the coded ciphertext readable to the 

recipient. These two components guarantee the security of the cryptographic technique for usage by all users. This 

provides the blockchain with an avalanche effect, which means a small modification in the data can have a big impact 

on the final product [28]. 

2.1.4. Hash Functions 

Common hash functions accept variable-length inputs and produce outputs with fixed lengths. Hash functions' 

message-passing abilities are combined with security features in cryptographic hash functions. In computing systems, 

hash functions are frequently used data structures for activities including verifying the accuracy of communications and 

authenticating data. Since they can be cracked in polynomial time, they are regarded as cryptographically “weak,” but 

they are difficult to crack. Traditional hash functions are strengthened with security features by cryptographic hash 

functions, making it more challenging to decipher message content or sender and receiver information [28]. 

2.1.5. Hash Chain 

A hash chain is a collection of values obtained by applying a cryptographic hash function repeatedly to an input. 

Because of the characteristics of the hash function, it is possible to calculate subsequent values in a chain reasonably 

easily, but it is difficult to know what came before a given value. When an attacker can listen in on communications, 

Leslie Lamport first suggested employing hash chains to create a safe method of authentication using one-time 

passwords. A prototype authentication system for UNIX systems based on Lamport's plan was later described by Haller. 

Since then, researchers have discovered a variety of situations where hash chains are advantageous, including network 

routing, micropayment systems, and effective authentication in a variety of settings [29]. 

2.1.6. Merkle Tree 

A hash tree also referred to as a Merkle tree, is a tree where each leaf node is labeled with the cryptographic hash of 

a data block and where each non-leaf node is labeled with the cryptographic hash of the labels of its child nodes. Although 

most hash tree implementations are binary (each node has two child nodes), they can also contain a large number more 

child nodes. The user can confirm whether it contains a transaction in the block by using a Merkle tree, which adds up 

all of the transactions in a block and creates a digital fingerprint of the complete set of activities. 

2.1.7. Blockchain Timestamp and Document Verification 

In order to authenticate the proof of work for ownership transfers of monies made possible by blockchain (Bitcoin 

blockchain), owners were initially required to digitally sign the transaction and send it through the public network. It 

required time and a brief phrase or piece of information to incorporate them into the block once it had been digitally 

authenticated. This also contributed significantly to a high level of transaction expenses. Only tiny quantities of metadata 

can be added to unchangeable digital data for a price. The new protocol timestamp system establishes a new digital 

platform for the transaction's signing and speedy verification. Take a document in linear form, for instance. 

2.2. Key Features of Blockchain Technology 

Blockchain technology has been around for a while and is still very much in the news. No one can completely 

underestimate this technology's impact on the world's economic environment, even though there are some conflicting 
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opinions about it[30]. The popular cryptocurrency bitcoin is responsible for bringing the technology to public attention. 

Sadly, compared to other cryptocurrencies, it has now become overvalued and volatile. But the blockchain technology 

itself is what Bitcoin brought to our notice. Six key features of Blockchain technology are shown in Figure 2. 

 

Figure 2. Six key features of Blockchain technology 

2.2.1. Immutability 

While there are many intriguing aspects of blockchain technology, "immutability" is unquestionably one of the most 

important ones. Why, though, is this technology untainted? Let's begin with an immutable connected blockchain. 

Immutability is the quality of not being able to be altered or modified. This is one of the top characteristics of the 

blockchain that helps to guarantee that the technology will continue to function as a permanent, unchangeable network. 

The way blockchain technology operates differs slightly from how traditional financial systems operate. A network of 

nodes is used to guarantee the blockchain's functionalities rather than depending on centralized authorities [31]. 

A copy of the digital ledger is stored on each node in the system. Every node must verify a transaction's authenticity 

before adding it. If the majority agrees that it is legitimate, it is recorded in the ledger. This encourages transparency and 

makes it impervious to corruption. As a result, no one can add any transaction blocks to the ledger without the approval 

of most nodes. The fact that no one can simply go back and modify transaction blocks once they are published to the 

ledger adds to the list of important blockchain features. As a result, it will be protected from editing, deleting, or updating 

by any network user [18, 31, 32]. 

Therefore, it is safe to infer that blockchain technology can significantly alter many of these scenarios when it comes 

to a corruption-free environment. Businesses' internal networking systems could not be breached, altered, or even had 

information stolen from them if blockchain technology was implemented. Public blockchains are the ideal illustration 

of this. The transactions on the public blockchain are completely transparent and visible to everyone. On the other hand, 

private or federated blockchain may be the best option for businesses that wish to maintain employee transparency and 

shield their private data from prying eyes. 

2.2.2. Decentralized 

The network is decentralized, which means that there isn't a single individual in charge of running it or any governing 

body. Instead, the network is maintained by a number of nodes, making it decentralized. One of the most important 

aspects of blockchain technology that functions flawlessly is this. Let me simplify things for you. Users are put in an 

easy situation by blockchain. We may immediately access the system via the web and put our assets there because it 

doesn't need any sort of regulating body [33]. 
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Anything can be stored, including bitcoins, significant papers, contracts, and other priceless digital assets. And 

utilizing your private key and the blockchain, you'll have full control over them. So, you can see, the decentralized 

structure is returning control and rights over assets to the general populace [16, 17]. 

2.2.3. Enhanced Security 

No one may simply alter any network properties for their benefit since there is no longer a requirement for a central 

authority. An additional layer of protection is provided for the system by using encryption. But how does it provide so 

much security in comparison to current technology? As a result of the unique cryptography it offers, it is very secure. 

Decentralization and cryptography together increase user security by one level. A mathematical algorithm known as 

cryptography serves as a firewall against intrusions. Every bit of data on the blockchain has been cryptographically 

hashed. Simply said, the network information masks the underlying nature of the data [33]. 

Any input data is placed through a mathematical procedure for this process, which results in a different form of value 

but whose length is always fixed. You may think of it as giving each piece of data a special identification. Each block in 

the ledger has its own distinct hash and includes the hash of the block before it [34]. Therefore, altering the data or 

attempting to tamper with it will require altering every hash ID. And that's pretty much not conceivable. To make 

transactions, you will need a public key, but you will need a private key to view the data [35]. 

2.2.4. Distributed Ledgers 

Normally, a public ledger will include all the necessary details regarding a transaction and its parties. There is 

nowhere to hide as everything is in the open. Many individuals can observe what happens in the ledger in certain 

situations, even though the situation for private or federated blockchain is somewhat different [35]. This is so that all 

other system users can maintain the network's ledger. To ensure a better result, this divided processing power among the 

computers. It is regarded as one of the key components of the blockchain for this reason. The result will always be a 

ledger system that is more effective and can compete with the established ones [32-35]. 

2.2.5. Consensus 

Consensus algorithms are essential to the success of every blockchain. Consensus algorithms are at the heart of this 

system, which is intelligently built. Every blockchain has a consensus mechanism to aid in network decision-making. 

Consensus can be defined as the collective decision-making process of the network's active nodes. The nodes can reach 

an agreement in this situation rapidly. For a system to function properly when millions of nodes are validating a 

transaction, a consensus is unavoidably required. It may be compared to a voting process where the majority wins and 

the minority is required to support it [36].  

The consensus oversees the network's lack of trust. Although nodes might not trust one another, they can have faith 

in the algorithms that power the system. Because of this, every action taken on the network favors the blockchain. One 

advantage of blockchain technology is this. Blockchains all throughout the world use a variety of consensus algorithms. 

Each makes decisions in a special way and refines errors that have already been made. On the web, a zone of fairness is 

created by the architecture. Every blockchain must, however, have a consensus mechanism to maintain decentralization; 

otherwise, the blockchain's primary value is lost [16, 17, 21]. 

Different consensus algorithms each have their own benefits and drawbacks. Vukoli et al. employ the following 

characteristics to distinguish distinct consensus processes in Table 1, which shows a comparison between different 

consensus algorithms [37]. 

 Proof-of-work (PoW) is a consensus algorithm that relies on proofs. The fundamental idea behind the consensus 

technique is to discover and decide which node will be granted permission to add a new block to the current chain 

by demonstrating adequate evidence of its effort [15, 38]. 

 Proof-of-stake (PoS) can be a more energy-efficient alternative to proof-of-work (PoW). The miner doesn't have 

to use a lot of computer power to solve the mathematical problem using this consensus technique. Instead, 

participation in the block building process depends on holding a large enough interest in the system [39]. 

 Delegated proof-of-stake (DPoS) is an elective consensus method in which each node with a stake in the network 

can vote to assign another node the responsibility of validating transactions [40]. DPoS is a representation 

democratic process, whereas PoS adopts a direct democratic approach. The delegates, often referred to as witnesses, 

are chosen by the stakeholders to create and authenticate a block. 

 Byzantine fault tolerance (BFT) is the ability of two nodes to successfully communicate across a distributed 

network in the presence of malicious or deceptive nodes [41]. One example of BFT, a replication algorithm capable 

of tolerating Byzantine errors, is practical byzantine fault tolerance (PBFT). PBFT was created to be a high-

performance consensus method that may rely on a group of trusted nodes in the network and assumes that some 

nodes are dishonest or flawed [42]. 
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 Byzantine consensus algorithm based Tendermint was proposed by Kwon & Buchman [43]. Each round determines 

a new block. In this round, a proposer would be chosen to broadcast an unconfirmed block. Therefore, for proposer 

selection, all nodes must be known. The prevote phase, precommit step, and commit step can all be broken down 

into one block. Validators decide whether to broadcast a prevote for the proposed block during the prevote process. 

Table 1. The contrast between several consensus algorithms 

Property Proof of Work (PoW) 
Proof of Stake 

(PoS) 

Practical Byzantine 

fault tolerance (PFBT) 

Delegated proof-of-stake 

(DPoS) 
Tendermint 

Identity Management of Node Open Open Permissioned Open Permissioned 

Energy Consumption High Low Very low Very low Very low 

Adversary Tolerance ≤ 25% < 51% ≤ 33.3% < 51% ≤ 33.3% 

Scalability Strong Strong Weak Strong Strong 

Performance  
(Transaction per second) 

< 20 < 20 < 1000 < 500 < 1000 

Forking 

While two nodes 

identify the suitable 

nonce at the same time 

Very difficult Probably 
Consistent if less than one 
third nodes are byzantine 

Highly unlikely 

Consensus confirmation time  High High Low Medium  Low 

Block creation speed Slow Fast Fast Depends on variant Fast 

Example Bitcoin, Ethereum Peercoin, Nextcoin Hyperledger fabric Bitshares Tendermint 

2.2.6. Faster Settlement 

Traditional banking procedures are very cumbersome. After all settlements have been completed, it might 

occasionally take days to finalize a transaction. Additionally, it is easily corruptible. In comparison to conventional 

financial systems, blockchain provides a speedier settlement. In this manner, a user can transfer money somewhat more 

quickly, which ultimately saves a lot of time [28, 32, 36]. 

These blockchain capabilities simplify life for international employees and shed light on the significance of 

blockchain technology. Many people leave their family behind and go to another country in pursuit of a better life and 

job. However, it takes a long time to send money to their families who live abroad and doing so could be fatal in an 

emergency. 

Blockchains are now far too quick, and people can send money to their loved ones using them with ease. The smart 

contract system is another interesting fact. This may enable quicker contract settlements of any kind. One of the greatest 

advantages of blockchain technology now is this. People can send money with a low cost if the middleman is eliminated 

[17]. 

2.3. Challenges and Tradeoff of Blockchain 

One of the most popular buzzwords in business and technology right now is blockchain. With its capacity to operate 

without a centralized authority or middleman, it is seen as the technology that will revolutionize the financial industry. 

Blockchain is also seen to be advantageous for other businesses because of its capacity for storing tamper-proof data and 

managing a massive trail of records in a productive manner. However, blockchain has its limitations and is not practical 

for many different company models, much like previous new technologies [44]. 

Performance and scalability, privacy, interoperability, energy consumption, selfish mining, and current regulatory 

hurdles are the issues and challenges of blockchain technology that are covered in this section. 

2.3.1. Performance and Scalability of Blockchain Technology 

Solutions based on blockchain and cryptocurrencies for various business models are becoming more and more 

popular. Its performance and scalability raise questions about whether it will be able to fulfill the growing demand from 

various commercial and government-based sectors. Recently, researchers have been focusing on performance issues 

including throughput (the number of transactions per second) and latency (the amount of time needed to add a block of 

transactions to the blockchain) as well as scalability challenges relating to the number of replicas in the network [45]. 

Because the network must handle the higher volume of message exchange and processing, increasing the number of 

replicas can negatively impact throughput and latency. Although scalability can be guaranteed by protocols like PoW, 

they have a poor throughput and a significant latency. The resources used to solve the cryptographic conundrum required 

to publish a block and append it to the chain are the cause of this bottleneck. 

For instance, the PoW-based system used by Bitcoin can grow to support many replicas. On the other hand, it has a 

low throughput, considering just 6–10 transactions per second (may be less depending on the network's complexity), and 
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it can generate a block in an average of 10 minutes. The fact that this consensus process consumes a lot of CPU power 

and uses a lot of electricity is another disadvantage. 

2.3.2. Privacy of Blockchain Technology 

Given that users can conduct transactions using created addresses rather than their actual identities, blockchain is 

regarded as offering security and anonymity for sensitive personal data. However, some academics have hypothesized 

that due to network peers being able to see the public key used to start a transaction, blockchain may be vulnerable in 

terms of transactional privacy [46]. Although it is asserted that a peer can maintain their anonymity within the Blockchain 

network, new research on the Bitcoin platform has demonstrated that a member's real identity can be ascertained by 

linking their transaction history [47]. Additionally, when peers are protected by firewalls or network address translation 

(NAT), Biryukov et al. suggested a way to link peers' pseudonyms to IP addresses [48]. He also noted that peers' 

connected network of nodes can be used to uniquely identify them. The fact that all public key balances and details are 

visible to everyone in the network is the primary factor behind blockchain's susceptibility to information leaking. 

Therefore, the needs for privacy and security should be established at the beginning of blockchain applications. 

2.3.3. Interoperability in Blockchain Technology 

It is clear from Deloitte's 2018 research that a wide range of sectors are now considering implementing blockchain 

technology. There isn't a set protocol, though, that would enable them to cooperate and integrate. This circumstance, 

known as "lack of interoperability," has a negative effect on the development of the blockchain business. For this reason, 

cryptocurrency is still the primary platform for blockchain technology rather than providing various practical answers to 

a variety of business models. Although the lack of interoperability enables blockchain programmers to write code in a 

variety of computer languages, all these networks are closed off from one another and are unable to communicate. As 

an illustration, GitHub is home to more than 6,500 active blockchain projects that make use of various platforms, 

programming languages, consensus algorithms, protocols, and privacy features. In order to share blockchain-based 

solutions and interface with current systems, standardization is necessary for enterprise collaboration on application 

development. 

2.3.4. Energy Consumption in Blockchain Technology 

Bitcoin's proof-of-work (PoW) algorithm has made it possible to conduct peer-to-peer transactions in a distributed, 

decentralized, and trustless system. However, miner computers use a significant amount of electricity while performing 

this operation [49]. The Bitcoin energy consumption index was developed to shed light on the PoW algorithm's very 

unsustainable nature. People all throughout the world are motivated to mine Bitcoin by the incentive system. People are 

drawn to using power-hungry equipment to mine because it offers a reliable source of income. As a result, both the price 

of bitcoin and the network's overall energy consumption rate increased to a new high. The aggregate consumption of the 

Bitcoin network is more than that of a handful of nations, according to research released by the International Energy 

Agency [50].  

2.3.5. Fairness and Security of Blockchain Technology 

Because of technology’s infancy, security holes leave consumers vulnerable to cybercrime. One of the most well-

known problems with blockchain security is 51 percent of attacks. Such an attack occurs when one or more malicious 

parties’ control most of a blockchain's hash rate. With most of hash rate, they may commit double-spends by reversing 

transactions and stopping other miners from confirming blocks. 

Another unfair strategy used by mining pools to raise block rewards is known as selfish mining [51], which 

compromises the trustworthiness of a blockchain network. Eyal & Sirer (2018) presented a blockchain network that can 

still be vulnerable if someone wishes to cheat with a tiny amount of hashing power, even though malevolent nodes that 

have over 51% of computing power are thought to be able to take control of the blockchain network [52]. 

2.3.6. Problems with Current Regulation for Blockchain Technology 

Cryptocurrencies and blockchain platforms in general are having consistency problems. Because the characteristics 

of this decentralized system make it harder for central banks to control economic policy, the government is wary about 

blockchain technology [53]. For instance, numerous governments have threatened to outlaw cryptocurrencies or have 

already done so. Several nations, including Pakistan, Iran, Ecuador, Morocco, and others have outlawed bitcoin, while 

Bangladesh has detained several bitcoin owners. The global legality of bitcoin is depicted in Figure. 3. Innovative 

distributed technologies face regulatory obstacles that negatively affect them, particularly in the EU and the USA, as 

demonstrated by Yeoh [54]. 
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Figure 3. The legality of Bitcoin globally 

Limitations provided by technical/scalability issues, business model issues, scandals and public perception, 
regulatory issues, and privacy issues for personal records could prevent blockchain from having wider and deeper 

applications. 

3. Application of Blockchain in Different Sector 

It is crucial to have ecosystem-level coordination and optimization as firms adapt to a novel and unique sense of 

normality to sustain ongoing growth. Across numerous enterprises and industries, one may create business outcomes 

using reliable data, end-to-end visibility, and workflow automation. Blockchain technology has a wide range of potential 

uses. It's critical to realize that bitcoin is not the same as blockchain; rather, it is one of technology’s most widely used 

applications. The open, public, and anonymous blockchain network is used to conduct transactions involving digital 

money known as Bitcoin. However, according to experts, this technology can be used to identify answers for a variety 

of issues, including governance, supply chains, healthcare, voting, and other areas like identity management and energy 

resources. Additionally, some futurists assert that blockchain might influence the digital sphere similarly to how the 

internet did. We had no notion how the advent of the internet would alter our lives in the long run. No one anticipated 

the way the development of the Internet would alter the course of history, from smart phones and text messages to 

streaming movies and video conferencing with loved ones, as well as attending meetings and interviews. Since 

blockchain technology is still in its infancy, there is a lot of untapped potential. Some of the blockchain application 

domains suggested by various specialists are shown in Figure. 4. This section has covered a few blockchain use cases 

that have been proposed by researchers from around the world. 

 

Figure 4. The legality of Bitcoin globally 
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3.1. Blockchain Assisting to Develop Faith in Healthcare System 

The healthcare and life sciences sectors already had serious problems, like interoperability, privacy, and supply chain 

traceability, before COVID-19 became a prominent issue. Another significant issue is the frequent lack of 

interoperability across the proprietary electronic health record systems offered by more than 700 manufacturers [55]. 

And in 2018, there were 1,750 instances of drug counterfeiting in the United States alone [56]. 

As the epidemic persists, healthcare and the life sciences must alter supply chains to deliver protective gear and keep 

up with the rapid development of therapies, diagnostics, and vaccinations. Healthcare professionals are currently 

struggling with how to handle permission and safeguard personal health information as they attempt to use health data 

to open for business again in a secure manner. By fostering trust and collaboration, blockchain has already shown its 

worth in healthcare and the life sciences, and it will continue to be at the forefront of tackling new problems. 

3.2. Reliability and Efficiency of Energy Sector 

Microgrids are one of the key areas where blockchains are used in energy-related applications. A microgrid is a small, 

integrated system of electric power sources and loads that is designed to increase the reliability and efficiency of energy 

production and consumption [57]. The electric power sources may include distributed power plants, renewable energy 

facilities, and energy storage units housed in buildings built and owned by various businesses or energy suppliers. The 

ability of households and other electric power consumers, such as companies, to acquire the required energy while also 

producing and reselling extra energy to the grid is one of the key benefits of microgrid technology. Power buying and 

selling transactions in microgrids can be facilitated, recorded, and validated via blockchain. Like this, larger scale 

blockchain implementations can be utilized to support energy trade in smart grids [8]. Blockchain can be utilized in 

smart grids with bidirectional communication flow to provide private and secure consumption monitoring and energy 

trade without the requirement for a central middleman [58]. The programmatic articulation of anticipated levels of power 

flexibility, the verification and traceability of demand response agreements, and the equilibrium between power 

generation and demand can all be achieved with smart contracts. Furthermore, the Industrial Internet of Things (IIoT) 

can employ blockchain to enable energy trade [59]. Applying blockchain technology to energy-related applications has 

the potential to lower energy costs and boost resilience. 

3.3. Stock Market  

In the current market, trading in currencies and stocks is typically done through third-party clearing houses and 

brokering websites that facilitate orders in return for predetermined commission costs. For financial institutions, this can 

be a somewhat drawn-out procedure that can also result in higher fees when there are multiple middlemen involved. 

However, blockchain technology would establish a direct connection between participants who may carry out their 

transactions through a peer-to-peer network of brokers and independent traders by utilizing a transparent and 

decentralized ledger. 

While participants will still use an online trading platform to place orders, blockchain will be used for the underlying, 

back-office tasks, and ultimate settlement, improving efficiency and market liquidity. Although this method's use would 

differ between stocks and currencies due to these assets' diversity, it has many advantages. However, the use of 

blockchain would universally result in a more effective and economical trading procedure, reducing delays caused by 

third parties or custodians and essentially eliminating related auditing expenses. Additionally, this would be conducive 

to fast and real-time deals, which may be essential in a field as volatile and dynamic as foreign currency [60]. 

Blockchain technology may also provide timely benefits in the form of transparency, given the recent scrutiny of 

dubious actions by banks and other financial organizations. This would address a fundamental problem with financial 

market trading in the digital era, especially regarding liquid and malleable products like foreign exchange. For the sake 

of transparency, compliance, and accountability, blockchain would serve as a decentralized and almost impenetrable 

record of completed transactions, listing encrypted orders that are then distributed across a public network [61]. 

3.4. Transformation of Voting System  

With the use of blockchain technology, flaws in the current electoral system can be corrected. Illegal voting was 

prevented, data safety was strengthened, and the election results were verified. The adoption of the electronic voting 

process on the blockchain is a major development [62]. Electronic voting does, however, come with some serious 

security issues, such as the possibility of vote manipulation and abuse if a voting system is infiltrated. Considering all of 

its potential benefits, electronic voting has not yet been widely used at the national level. Blockchain technology offers 

a workable solution to today's problems with computerized voting. Figure 5 depicts a Blockchain-based e-voting system 

architecture. The ability to vote is centralized in traditional voting systems. No one is aware of how to validate that 

document, so if someone wants to alter or change it, they can do it swiftly. Since the information is kept among numerous 

nodes, there is no one point of authority. All nodes cannot be compromised to alter the data. This makes it impossible to 

invalidate votes and effectively confirm them by tallying with other nodes. 
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Figure 5. Blockchain voting systems architectural overview 

3.5. Blockchain Based Insurance System 

The insurance sector benefits from increased efficiency, security, and transparency thanks to blockchain. Distributed 

ledger technology can be used to improve cybersecurity measures, expedite payment processes, and streamline the 

processing of insurance claims. Blockchain users can transfer anything of value transparently and without a middleman's 

meddling thanks to smart contracts. Smart contracts specify the ground conditions between two parties, just like 

traditional contracts do. Smart contracts, as opposed to traditional ones, may monitor insurance claims, and hold both 

parties responsible. 

A user could agree to pay an insurance company money in exchange for the firm's pledge to help pay for their future 

medical expenses by coding insurance plans as decentralized smart contracts. Based on the records of the owner of an 

insurance policy, blockchain smart contracts will provide immutable data that will instantly accept or reject any insurance 

claims submitted to the company [63]. A smart contract will immediately collapse, and the premium payments will be 

returned to the individual if the policy owner makes any false or fraudulent claims (or if an insurance provider decides 

not to cover a condition that was previously agreed upon). Due to the transparent disclosure of all data and the guarantee 

that any contractual departure would result in compensation for the affected party, the process fosters mutual trust 

between the two parties. 

The insurance sector is susceptible to becoming mired down by time- and money-wasting inefficiencies brought on 

by the billions of forms, human error, and poor communication between parties because the insurance ecosystem consists 

of millions of insurers, healthcare providers, and patients [63]. 

Because all documentation and data are securely saved along the chain, digital ledger solutions like blockchain can 

assist automate antiquated procedures, saving billions of hours of paperwork every year, and lowering human error. 

Distributed ledger technology can help enhance communication between key players in an insurance claim. Doctors and 

insurance can safely see a patient's medical history to decide the best policies and practices moving forward if it is 

recorded on a blockchain. A sector that significantly relies on data gathered from being at the nexus of health, work, and 

personal life is especially drawn to blockchain's capacity to protect sensitive information [64]. Decentralized ledgers on 

the blockchain prevent corruption or manipulation by a single authority. Instead, all information is timestamped in 

chronological order to guarantee an accurate record of events. 

3.6. Blockchain based Industrial IoT (IIoT) 

The IIoT platform is essential in enabling electronic devices with the following capabilities: connectivity, big data 

analytics, and application development. It can deliver smart linked operations, connect assets, and enable IIoT. Most 

current industrial facilities, including micro-grids, smart-grids, vehicular ad-hoc networks (VANETs), etc., are 

developed without built-in intelligence to connect to IIoT, which requires interfaces to communicate with IIoT. On the 

other hand, emerging technologies like augmented reality (AR) help IIoT operators by improving the interaction and 

forecasting of process behaviors, which leads to their simplification and increased efficiency [65]. 

Voter Registration Voter List Generation 
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The first blockchain platform to offer a traceable, affordable, and reliable way to exchange bitcoins was Bitcoin. 

Smart IoT devices can use Bitcoin-based solutions in the IIoT space to record and exchange transactional actions. With 

integrated smart contract functionality and a flexible consensus approach, the Ethereum platform's Ethereum virtual 

machine (EVM) is widely utilized in the IoT. The smart contract offers IIoT applications that are down compatible. The 

Hyperledger is a well-known open source blockchain platform created by IBM that supports IBM Watson IoT Platforms 

and delivers distributed industrial components with consensus and membership procedures. IIoT applications can be 

considerably accelerated by the Hyperledger [66]. 

3.7. Blockchain for Government Public Application  

Numerous pieces of personal data are kept on file by governments. Hackers frequently target personal information 

to get access to the benefits associated with it through fraud or exploited access keys. Blockchains present prospects for 

self-sovereign identity in circumstances where security is an issue or where governments cannot be trusted with the 

aforementioned information. More individual control over personal data is promised by this method of data storage. Our 

analysis makes it clear that, in most cases, the government or another reliable authority is required to authenticate the 

personal data kept in decentralized services. At this stage, most such applications are still purely conceptual. 

Placing personal data, such as social security numbers and physical birth certificates, on a blockchain is one-way 

governments can leverage the technology. The fact that social security numbers are used for minor identity checks and 

other uses outside of direct government identification presents a security risk. It causes errors in record-keeping and 

security risks (as humans remain a weak link). Blockchain can offer higher security in these decentralized applications 

(such opening bank accounts, checking credit scores, etc.) since the records can be validated by a distributed rather than 

centralized procedure, even though encryption cannot be guaranteed [67]. 

Governments can assist those who save their personal data on blockchain-based systems. In such cases, the provision 

of the service of posting information to a blockchain is made privately, with governments assisting such efforts by, for 

example, establishing identity. Blockchain networks are already in place to protect personal data. A key to each person's 

personal data is provided. Using an app like a digital vault, people can back up their keys. Service providers can verify 

information via a person's smartphone or other device once their information has been coded into the network and 

confirmed (they must prove who they are). All of this can be connected to biometric information, guaranteeing that 

anyone who loses their identification can quickly and readily establish their identity (and fraudsters would have an 

extremely hard time faking biometric data). Data portability, decentralization, and a bare minimum of security are 

benefits of blockchain identity. Digital identity is also a crucial entry point for blockchain-based applications like voting 

[62]. 

3.8. Blockchain Application in the Real Estate Business 

Blockchain is the best technology for real estate since it has a built-in system of trust. The blockchain's smart contracts 

and ledger capabilities are being used by real estate organizations all around the world to allow renting, purchasing, 

investing, and even financing transparently and effectively. A unified database of leases and acquisitions is more 

important than ever because of the enormous daily rate of real estate transactions. Blockchain can be useful here. Brokers 

and agents would be able to access the whole transaction history of a property if the traditional Multiple Listing Service 

database was upgraded to a blockchain-based one. Blockchain is being embraced by the expanding property-sharing 

business in addition to assisting the traditional real estate industry. 

3.9. Blockchain Should be Embraced by Trade Finance to Realize its Digital Goals 

It is past time for the trade financing industry to go digital. In addition to the enterprises, corporations, and other 

supply chain actors that banks and financial institutions service, the requirement to gather and effectively process trade 

data has never been greater. 

There are numerous explanations for this. First, faster processing rates are required by trading partners, which can 

only be accomplished by switching to a more digital strategy and eliminating paper-based documentation. Second, after 

being disrupted by the pandemic for two years, supply networks are in severe need of stability. In addition, there is a 

stronger emphasis on offering workable solutions to the industry's changing environmental, social, and governance 

(ESG) needs and contributing to the solution of the climate emergency. 

To this purpose, the field of trade finance may greatly benefit from digital alternatives like blockchain. Blockchain 

can offer the technological infrastructure to manage massive amounts of data rapidly, efficiently, and securely in an 

industry that is still mostly manual, and paper based. It can also connect numerous individual stakeholders through a 

decentralized network. For trade participants, obtaining trade data that covers both the material and financial facets of 

the supply chain opens a world of possibilities. For banks, it enables us to provide our customers with smart, 

individualized trade finance solutions. 
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Blockchain technology also makes it simpler for participants to build digital ecosystems, where bank, non-bank, and 

fintech businesses may cooperate to develop innovative solutions and add value. Such ecosystems go beyond what would 

typically be considered banking services and enable deeper connections and broader client engagement. With blockchain, 

we can implement the optimization that the sector has been calling for, enhancing supply chain transparency, and meeting 

critical needs for time and cost savings. Eliminating paper-based procedures may potentially strengthen links between 

participants throughout supply chains in the context of trade financing. 

3.10. Practical Considerations on Identity and Blockchain 

Blockchain is viewed as a brand-new, very distinctive technology that has the potential to disrupt a wide range of 

sectors, including identity. The development of new transformational concepts and ideas is ongoing, even as blockchain 

technology is still in its infancy. 

This whitepaper summarizes the existing identification landscape, examines the distinctive features of blockchain, 

and explains how it can alleviate many of these identity-related concerns. Additionally, it discusses some cutting-edge 

and intriguing use cases that are currently being investigated and tested for blockchain-based identity transformation. 

A digital version of the user's offline identification, like a passport or a driver's license, is not yet widely accepted. 

Every online application a user uses is assigned a separate digital identity. Users now have to remember all of their 

usernames and passwords, which is challenging and counterproductive. The user is vulnerable to a range of security risks 

due to multiple credentials. 

By enabling the transparent transfer of a user identification from one domain to another, the federation has partially 

overcome this issue. For the end user, it often implies they can use an active or valid session with an identity provider to 

effortlessly access online services. Large social media firms like Facebook have recently contributed to the development 

of the idea of a social identity for users, which can be used as an alternative in specific use cases. Digital IDs are being 

issued by several nations, including Singapore and Estonia, so that people can identify themselves when utilizing e-

services in a secure manner. 

A series of assertions made about oneself, or other digital topics constitute a digital identity. A person with an identity, 

like Satyanand Singh, might have characteristics like gender, height, weight, mailing address, email address, date of 

birth, place of birth, citizenship, driver's license number, etc. Because they are specifically linked to Satyanand’ s 

identification, some of these characteristics (such as his email address, SSN, passport number, etc.) will be unique 

identifiers. 

It is important to note that some identities might last a lifetime, and some are permanent (like the license or passport 

number). However, a lot of identifiers can be changed (like cell phone numbers), thus it's possible that the same identifier 

is linked to a different identity at various points in time. Users and enterprises are burdened with needing to keep the 

attributes and identifiers in sync across the silos whenever there is a change due to the duplication of identities for every 

entity. 

4. Introduction to the Industrial Internet of Things 

The modern business environment presents hurdles for new business establishments in the form of new standards, 

novel trade practices, competitive pressure, and the requirement for timely delivery of goods. Because of this, a lot of 

businesses rely on the Industrial Internet of Things (IIoT) [68], which describes all or any actions taken by businesses to 

model, monitor, and improve their business processes using insights gathered from thousands of connected machines, 

things, and computers to help them realize financial success. IIoT, as its name suggests, is a concept that uses the Internet 

to link and manage machines, computers, devices, and other industrial items [69]. 

The term “Industry 4.0” refers to the union of the industrial value chain and IoT. The IIoT is the most effective 

innovation driver because it can be utilized to reduce operating and capital expenditures (OPEX and CAPEX), observe, 

and improve company processes regardless of how challenging they are, and support creative business models [70]. IIoT 

has profited from the increased interest it has received from academics and business, which has led to exponential 

developments in fresh approaches used in the sector. For instance, big data techniques are used to collect and send sensor 

data to the cloud to make a wise decision. The manufacturing process of 3D printing also produces modified items in a 

variety of shapes at lower costs and with shorter lead times [71]. 

Industrial IoT has grown quickly over the past few years because of numerous technological and industrial 

breakthroughs. The invention of steam engines in the 18th century served as a catalyst for the most significant industrial 

advancement. The steam engines' ability to mechanize enhanced industrial manufacture from the era of sanitized manual 

labor to the era of automation, which led to a significant boost in output. Electrical energy was used to replace steam 

power in the 1870s, and at the same time, the division of labor into specialized industries led to an explosion in 
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production, which was another industrial breakthrough. The third industrial revolution, often known as “digitalization,” 

took place around the 1960s. Innovative automation systems were created during this era because of programmable logic 

controllers and improved electronics used to increase manufacturing efficiency. 

Information and communication methodologies significantly changed from the 20th century to the beginning of the 

21st century, creating newer technical horizons [72]. By enhancing intelligence in sensing, networking, decision-making, 

and manufacturing, these strategies dramatically enhanced industrial productivity [73, 74]. The Industrial Internet of 

Things has lately become a standard in the industrial and educational sectors with the aim of integration and enhanced 

data gathering strategies inside traditional industries. To introduce the fourth industrial revolution and raise awareness 

in Europe, Industry 4.0 was principally utilized during the Hanover Fair in 2011. The IIoT milestones are shown in 

Figure 6. 

 

Figure 6. Timeline of key milestones of the Industrial Internet of Things 

Intelligent machines for a variety of application scenarios in healthcare, manufacturing, and supply chain connect 

with one another in the IIoT to execute tasks without human intervention. automation of the home. IoT nodes can 

exchange data independently thanks to machine-to-machine (M2M) communication [75]. When “Big Data” technology 

developed by machines is used effectively, it improves the way that plans are carried out by gaining important domain 

knowledge. The IIoT's ubiquitous sensing, information sharing, and information collection with investigative capabilities 

are seen as a viable way to update existing applications by linking things, enabling integrated mechanization amongst 

things, and intelligently improving industrial processes [76]. By connecting things and enabling combined mechanization 

between them, the IIoT's omnipresent sense, information communication, and information gathering with investigation 

features are seen as a promising way to modernize successful applications while also intelligently improving industrial 

processes [76]. 

4.1. Proposed Framework Model for Industry 4.0 Industrial Internet of Things 

In the future of digitalized smart manufacturing, this paper's major themes are digital transformation, mobility, and 

the IIoT consumer. More on-demand, customized, and integrated services that are distinct from those in the existing 

consumer market are required for the IIoT industry in the future. The IIoT industry's manufacturing process and the 

current business model may both alter because of the digitalization era. In the future, integrated services and transactions 

will be made possible by smart cities, electrical appliances, and electric cars, which will call for a new manner of 

interacting with the environment. Consumer behavior is evolving because of the expansion of on-demand and e-mobility 

services; people are becoming more open to sharing their data and using technology to improve their experiences. By 

merging with the IIoT sector, blockchain could play a bigger role in assisting change by utilizing a transparent, shared, 

and validated transaction process. In this section, we propose a blockchain-based distributed framework model for the 

IIoT industry in the smart city to meet current and future requirements. In the following sections, we discuss in detail 

the distributed framework model and its workflow, as well as the miner selection algorithm. 
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4.2. Blockchain-Based Distributed Framework Model 

Digitalization is widely regarded as being necessary for competitiveness. The IIoT has grown rapidly in recent years; 

it continues to increase in value and adaptability at a rapid rate, creating smart ecosystems. Trusted suppliers in the 

supply chain lifecycle are carefully chosen, managed, audited, and accredited in the industry 4.0 of smart cities to give 

dependable, consistent, and high-quality services. In this paper, we put forth a proposal for how the blockchain structure 

model enables the creation of secure digital product memory records, from the sourcing of raw materials and production 

to the stages of upkeep and recycling in the supply chain lifespan. 

The complete life cycle of the smart home appliances industry framework model in a smart city using a distributed 

blockchain-based scalable network is adapted [77]. In the proposed framework model, the entire life cycle is categorized 

into seven phases. Here, we leveraged the strength of the blockchain-based distributed network architecture from our 

previous work [77]. In our previous work, we presented a distributed blockchain network architecture to provide secure 

on-demand access and low-cost, competitive computing infrastructures in an IoT network. It enables high-performance, 

cost-effective computing by putting computing resources at the edge of the IIoT network and providing secure, low-

latency access to large amounts of data. According to the suggested framework model, the regulator oversees producing 

the new electrical vehicle registration based on governmental laws and uploading it to the network's shared ledger in the 

first phase. Only the regulator will have the authority to do this, thanks to a smart contract.  

The second phase, known as a consensus between the manufacturer and the regulator, is when the manufacturer 

receives the regulator's certificate of created ownership. After obtaining ownership, the manufacturer uses smart 

contracts to make the electrical vehicle model, ID, and template accessible in the network for all pertinent parties with 

the right authority. With the execution of smart contracts in the supply chain, the electrical electric car is transferred to 

the dealer and leasing firms in the third and fourth phases. The electric car goes through the maintenance and recycling 

phases in the fifth, sixth, and seventh phases of the supply chain life cycle before being finally released to the user after 

being passed to the leasing business. The suggested framework model offers services during the maintenance phase, 

including automated payment processing, insurance and maintenance services, dynamic and real-time data for the smart 

transportation system, and automated, tailored, and on-demand services to satisfy user needs. During the recycling phase, 

the scrap merchant executes a smart contract to permit us to scrap the electric car when it has reached the end of its 

useful life. The end user, maintenance provider, and scrap dealer are all involved in the synchronization process as it 

moves along the electric car's supply chain. 

Figure 7 demonstrates the proposed blockchain-based distributed framework model for the electric car industry in 

industry 4.0 scenario’s step-by-step methodological approach. The government regulator establishes the registration for 

the new vehicle based on the government rules and policies and creates a new block in the first phase of the supply chain 

lifecycle. We execute the block using the smart contract to make sure it complies with its terms and conditions and to 

start the transaction for the new block. Once the transaction is approved, the consensus and ownership transfer to the 

vehicle manufacturer are published in the distributed network built on the blockchain. Following the transfer of 

ownership, the vehicle manufacturer starts fabricating the vehicle model, building a new block, and carrying out a smart 

contract. Initiate the transaction for a new block, which will then be validated by network miner nodes if the newly 

produced block complies with the regulatory smart contract that is allowed. In this case, the regulator also validates and 

verifies transactions.  

The manufacturer releases the vehicle template with updated visibility and the proper permissions for all pertinent 

network participants when the transactions have been authenticated. The dealer can get network data on stock availability 

after publishing the updated templates there. The dealer can then carry out their smart contract to start the transaction of 

the new block and transfer the vehicle to the dealer. Here, the validation procedure involves involvement from the 

manufacturer and regulators. Finally, the dealer posts the Vehicle template on the network for all users with the necessary 

access rights to view. The dealer has the option to also give loyalty points during this stage, which can be used and traded 

in the network as money. By using the customer's redeemed loyalty points, the dealer may finish the components 

purchase at a lower cost. After the loyalty points have been used, the dealer account will be updated so that, with the 

proper authorization, network users can see the rewards. If the newly produced block fulfills the smart contract, the 

leasing company builds a new block, transfers the vehicle from the dealer, accesses the updated vehicle template from 

the network, and starts a new transaction.  

The regulator, manufacturer, and dealer verify and confirm the transaction, transfer ownership of the electric car to 

the end user, and broadcast the ownership, rights, and authorization of the vehicle into the network. The suggested 

framework model links the parties concerned in leasing a electric car to a client in a secure way to carry out know-your-

customer checks before leasing the electric car, such as a credit check, ID check, and license check, and to store leasing 

contracts in the blockchain network. Various personalized, on-demand, and in-the-moment services are made available 

to the user throughout Phases 5 and 6, including insurance contracts, contracts for routine maintenance, and contracts 

for an automated gasoline payment system. The suggested concept enables insurance providers to modify vehicle 



HighTech and Innovation Journal         Vol. 4, No. 1, March, 2023 

149 

 

insurance contracts based on actual driving behavior in this phase, automating insurance payment and financial 

settlement after a claim. Driving habits and safety incidents, such as speed, mileage, damaged parts, and collisions of a 

vehicle owner, could be kept, shared, and used to compute insurance premiums and payments in the blockchain network. 

Even after the electric car has been sold, the insurance provider can still use the owner's history to provide future 

insurance estimates because the record is linked to the owner.  

The proposed blockchain-based framework model records and executes agreements and financial transactions for on-

demand mobility, fuel payment, and ride-sharing services to enable the vehicle owners to monetize trips, pay at fuel 

service stations, and exchange data in a seamless, secure, and reliable manner. Vehicle status is accessible to scrap 

merchants at the conclusion of the lifecycle. Information, governing laws and regulations, the execution of a smart 

contract, a verification that the newly produced block complies with the smart contract, and the beginning of the new 

block's transaction were all done in a validated and verified manner. All necessary participants in the supply chain will 

take part in the validation process. The electric car will be given to the scrap dealer with the necessary license to dispose 

of the vehicle at the end of its lifecycle and make the associated update in the network once the transaction has been 

approved. In this section, we go over the distributed blockchain-based network architecture's miner node selection 

mechanism. 

 

Figure 7. Flowchart illustration of the blockchain-based distributed framework model's methodological approach for the 

industry of manufacturing electric vehicles Industrial Internet of Things (IIoT) 4.0 
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5. Experimental Analysis and Future Direction of the Application of Blockchain 

When discussing blockchain technology, the word “hashing” or “hash” is frequently used. Hashing is the process by 

which a particular algorithm converts input data of arbitrary length into a string of a predetermined length. Since the 

original data cannot be recovered through decryption, this approach is a one-way cryptographic function. The use of a 

cryptographic hash function is advantageous for storing passwords, preventing fraudulent transactions, and preventing 

double spending in blockchains. But what exactly is a Bitcoin hash, and what significance does it have in this situation? 

In other words, this is a unique number that the algorithm says cannot be duplicated. As a result, it is widely used to 

check the legitimacy of files. To put things into perspective, a hashed file's hash will automatically change if there is a 

change to the file. Additionally, every hash after that is linked to the one before it, guaranteeing the consistency of all 

blocks. 

So, what exactly is a blockchain hashing algorithm and how does it operate? In a nutshell, a hashing algorithm uses 

an infinite number of bits to conduct calculations before returning a specific number of bits. No matter how much data 

input is, the output will always be corrected. As a result, the initial data is referred to as input, and the transformed data 

is referred to as a hash. Many hashing algorithms in use today only differ in how information is processed. 

5.1. Implementing Blockchain as a Service 

Having the required infrastructure to support technologies like Blockchain is one of the main obstacles to using them. 

Initial Blockchain setup necessitates a substantial infrastructure expenditure. In addition to creating your own closed 

virtual private network, this also entails always making certain servers available for mining and transaction processing, 

and if necessary, adding additional transaction and mining nodes. Not only is creating this environment time-consuming, 

difficult, and expensive. It can be challenging for most mid-sized and non-technology enterprises to build their own 

infrastructure. 

This infrastructure issue is somewhat similar to the infrastructure issues that caused the Cloud infrastructure to 

develop. As a result, new technological infrastructure, also known as Infrastructure as a Service, erupted (IaaS). In order 

for them to concentrate solely on development and not worry about infrastructure, a number of Blockchain pioneering 

companies also felt the necessity to supply Blockchain infrastructure in the Cloud. These businesses used an arrangement 

known as "Blockchain as a Service" (BaaS). Companies that offer BaaS are referred to as BaaS providers, and businesses 

and individuals that use them are referred to as BaaS consumers. Ideally you should pay for the BaaS infrastructure as 

you utilize it as a consumer. The introduction of BaaS has facilitated the quick uptake of Blockchain technologies. 

R3 Corda, Hyperledger Fabric, Ethereum, and other BaaS platforms are all available from Microsoft and are all 

hosted on Microsoft Azure. You can choose one of the predefined Azure Blockchain templates based on your business 

use case to get started. For each of the Blockchain implementations, there are free and premium tiers of BaaS offerings, 

just like with all other Microsoft Azure products and services. 

5.2. Enterprise Ethereum Alliance 

Since its launch in 2015, Ethereum has been gradually gaining traction worldwide. The Enterprise Ethereum Alliance 

was founded in 2017 by influential figures from business, academia, and government who recognised the importance of 

working together to support Ethereum (EEA). Figure 8 depicts EEA, a non-profit organization that supports Fortune 500 

firms and academic institutions worldwide. 

 

Figure 8. The Enterprise Ethereum Alliance's home page. If you haven't been to EEA, we encourage you to do so and 

explore the list of member businesses who embrace Ethereum 
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It's crucial to understand why Ethereum has become so well-known and established itself at the enterprise level before 

we look at the Ethereum words. There are several causes, but the main one is that Ethereum is open source and is better 

suited to building a private Blockchain. Ethereum is faster at processing transactions than Bitcoin. The Ethereum 

community's support has significantly grown since this book was written, so developers now receive a lot of aid and 

support from the community, which speeds up development. Let's quickly review some of the phrases used frequently 

in the Ethereum community. 

The Ethereum network is composed of numerous computers, or substantial decentralized computers, together referred 

to as the Ethereum Virtual Machine (EVM). Ethereum nodes are all nodes that carry out the Ethereum protocol. These 

nodes have a full Blockchain installation. The nodes allow you to access the Blockchain in addition to connecting to 

other nodes. Then, some of the nodes can be used for other jobs like mining and other things. As soon as a new transaction 

is added, it is immediately replicated to these nodes. 

In Ethereum, a consortium is a group. All the Blockchain consortium members who utilize the same infrastructure 

are a part of this group. You create a consortium with a leader known as a consortia leader when you cooperate within 

or across an organization using blockchain to set up their own private blockchain. The consortium's other nodes are 

referred to as consortium nodes. Establishing the consortium leader is the first and most important step in creating an 

Ethereum consortium. The consortium leader is in charge of putting up a private Blockchain, choosing the requirements 

for joining the network, and establishing the criterion for allocating ether. 

The privately owned Blockchain is run by the consortium leader, and all other consortium members abide by the 

standards he or she has established. Once the consortium leader is established, additional participants can join using 

either the existing infrastructure or their own. For a lot of its operations, Asclepius (our hypothetical hospital) uses 

Blockchain to track a distributed ledger. Additionally, it works closely with several branches and hospitals. Asclepius' 

primary branch is serving as the consortium's coordinator. The cryptocurrency utilized in Ethereum transactions is called 

ether. Table 2 illustrates the variety of additional cryptocurrencies that can be used in Ethereum in addition to Ether. 

Table 2. The Ether conversion to other Ethereum used cryptocurrencies 

Unit Alternative Name Wei Wei Value Gwei Value Ether Value 

Wei - 1 1 Wei 10-9 Gwei 10-18 ETH 

Kwei Babbage 1,000 10-3 Wei 10-6 Gwei 10-15 ETH 

Mwei Lovelace 1,000,000 10-6 Wei 10-3 Gwei 10-12 ETH 

Gwei Shannon 1,000,000,000 10-9 Wei 1 Gwei 10-9 ETH 

Microether Szabo 1,000,000,000,000 10-12 Wei 10-3 Gwei 10-6 ETH 

Milliether Finney 1,000,000,000,000,000 10-15 Wei 10-6 Gwei 10-3 ETH 

Ether - 1,000,000,000,000,000,000 10-18 Wei 10-9 Gwei 1 ETH 

Each EVM node needs a sizable amount of processing power to run programs. While working on Blockchain, it is 

crucial to understand the computing effort necessary to run specific code, which is designated as Gas in the Blockchain 

environment. An EVM node is rewarded with rewards like more Ether for the proof of work after it has enough gas to 

run the code. Now let's examine how to configure Ethereum using Azure. 

The Ethereum network can be set up in a variety of ways. Setting up your own infrastructure is one option. Using a 

BaaS solution from Azure to swiftly set up Ethereum in a couple of minutes is a simpler method. Several templates are 

provided by Azure for building Blockchain offerings. Each one of them offers the possibility to be customized and all 

of them have default templates. The default Azure templates should be your first pick because they handle the majority 

of the abstraction. With the exception of establishing a genesis block, default templates guarantee that the transaction 

and mining nodes are separated from one another and a part of the VPN. A genesis block is comparable to a distributed 

ledger that is empty or that has no data. The transaction can be written on top of the genesis block once it has been made. 

Additionally, it is crucial that mining nodes cannot be accessed outside of the private network for security reasons. 

Fortunately, it is completed automatically for you when using the basic Azure template. Let's rapidly construct a 

consortium leader using one of the Blockchain Azure templates. Other Blockchain Azure offerings can be created by 

following the same procedures. 

5.3. Creating a Blockchain Consortium Leader from the Azure Portal 

Visit https://portal.azure.com by opening it. After logging in, select Add a Resource and type “Ethereum” into the 

search bar to access all templates linked to the cryptocurrency, as shown in Figure 9. Lead the Ethereum Consortium by 

choosing. Start the Ethereum Consortium leader wizard by clicking Create and using the same deployment model. The 

following are the steps: 



HighTech and Innovation Journal         Vol. 4, No. 1, March, 2023 

152 

 

Step 1. To distinguish it from a different template, specify the resource prefix. We'll employ eth for the sake of 

convenience. You are free to use any prefix you like. 

Step 2. A username is necessary to log in to the various nodes. We continue to utilize the gethadmin default username 

out of convenience. You can choose between using a password or an SSH public key as the password. We are currently 

using a password for the demo; however, you can also use the SSH public key. At least one uppercase, one lowercase, 

one numeric, and one special character must be included in the password. 

Step 3. Choose the assigned subscription option. You have the Free Trial option if you haven't paid for a subscription. 

It is preferable to use a paid subscription rather than a free trial if you intend to use it in production. Choose the assigned 

subscription option. You have the Free Trial option if you haven't paid for a subscription. It is preferable to use a paid 

subscription rather than a free trial if you intend to use it in production. 

Step 4. To ensure that future permissions and policies are consistent, create a new resource group. 

Step 5. Use the space as you see fit. People typically like places that are closer to the real execution. 

 

Figure 9. The Azure Portal templates for Ethereum. New templates are being created by Microsoft. More Ethereum-related 

templates than what is displayed here will be available 

6. Conclusion 

This decade will likely see a variety of ways that the blockchain grows and expands. One of the key elements of 

Industry 4.0 is digitalization, which enables businesses to gain efficiency in various areas, from management and 

technology consulting to supply chain planning and solutions. This blockchain holds potential for many businesses and 

can be beneficial in addition to other things. These days, banks use technology to speed up transactions and cut down on 

associated costs. Blockchain implementation extends beyond the banking sector to include the provision of information. 

This constant ledger verifies that the commodity was produced using the appropriate procedures and resources and that 

the procedure received approval. Blockchain ensures reliable and effective data sharing as well as the establishment of 

an immutable database of all communications exchanged by various connected smart devices. A great use case for 

blockchain is identity protection. Because it is manipulative, this technology enables users to create their own secure and 

reliable digital identity. People would be able to use their blockchain identities for a variety of things, from simple 

activities to programs, software, or signing digital signatures. Blockchain might be the answer to simplifying this phase 

by giving smaller businesses and providers a reliable source of high-quality transactional knowledge. 

Also, certain suggestions were made with the intention of advising future BIoT researchers and developers on some 

of the problems that must be solved before releasing the BIoT applications of the next generation. 
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